Problèmes liés à l authentification dans les RFID à bas coûts by EL MOUSTAINE, Ethmane & LAURENT, Maryline
    
Thèse n° 2013TELE0030 
 
 
 
 
THESE DE DOCTORAT CONJOINT 
TELECOM SUDPARIS & L’UNIVERSITE PIERRE ET MARIE CURIE 
 
 
Spécialité : 
Télécommunications 
 
Ecole Doctorale : Informatique, Télécommunications et Electronique de Paris 
 
Présentée par 
 Ethmane EL MOUSTAINE 
 
Pour obtenir le grade de 
DOCTEUR DE TELECOM SUDPARIS 
 
Doctorat conjoint Télécom SudParis & Université Pierre et Marie Curie 
 
 
 
 
 
 
 
 
Soutenue le 13 décembre 2013, devant le jury composé de : 
 
M. Abdelmadjid BOUABDALLAH Rapporteur Université Technologique de Compiègne, 
France 
M. Mohamed HAMDI Rapporteur  Ecole Supérieure des Communications de 
Tunis, Tunisie 
M. Jean-Jacques QUISQUATER  Examinateur  Université Catholique de Louvain, 
Belgique 
M. Piere SENS 
 
Examinateur  Université Pierre et Marie Curie, France 
M. Refik MOLVA 
 
Examinateur  EURECOM Sophia Antipolis, France 
Mme. Maryline LAURENT  Directrice de thèse Télécom SudParis, France 
 
Problèmes liés à l’authentification dans les RFID à bas 
coût 
    
  Thèse n° 2013TELE0030 
 
 
 
 
PhD CONJOINT 
TELECOM SUDPARIS & L’UNIVERSITE PIERRE ET MARIE CURIE 
 
 
Specialty: 
Telecommunications 
 
Ecole Doctorale : Informatique, Télécommunications et Electronique de Paris 
 
by 
 Ethmane EL MOUSTAINE 
 
Defense hold on 13/12/2013 to obtain the degree of 
DOCTEUR DE TELECOM SUDPARIS 
 
PhD conjoint from Télécom SudParis & Université Pierre et Marie Curie 
 
 
 
 
 
 
 
 
Dissertation defense commitee: 
 
M. Abdelmadjid BOUABDALLAH Rapporteur Université Technologique de Compiègne, 
France 
M. Mohamed HAMDI Rapporteur  Ecole Supérieure des Communications de 
Tunis, Tunisie 
M. Jean-Jacques QUISQUATER  Examinateur  Université Catholique de Louvain, 
Belgique 
M. Piere SENS 
 
Examinateur  Université Pierre et Marie Curie, France 
M. Refik MOLVA 
 
Examinateur  EURECOM Sophia Antipolis, France 
Mme. Maryline LAURENT  Directrice de thèse Télécom SudParis, France 
  
Authentication issues in low-cost RFID 

Acknowledgements
IwouldliketoexpressmydeepestgratitudetomysupervisorProf. MarylineLAURENT.
Ithankherforgivingmetheopportunitytoworkunderhisdirection,forencouragingmeand
believinginmycapacities.IdoubtthatIwileverbeabletoconveymyappreciationfuly,but
Iowehermyeternalgratitude.
Iwouldliketoexpressmygratitudeto Mr. AbdelmajidBOUABDALLAHand Mr. Mo-
hamedHAMDIforacceptingtoreviewmydissertationandtobememberofmyPhDdefense
jury.
IgratefulyacknowledgeMr.Jean-JacquesQUISQUATER,Mr.PierreSENSandMr.Reﬁk
MOLVAforacceptingtobememberofmyPhDdefensejury.
Lastbutnotleast,Iwouldliketothankmyfamilyfortheirencouragementsandtheirsup-
port.
Finaly,Ithankeverypersonwhohelpedmeduringthisthesis.

Summary
Thisthesisfocusesonissuesrelatedtoauthenticationinlow-costradiofrequencyidentiﬁcation
technology,morecommonlyreferredtoasRFID.
Thistechnologyisoneofthemostpromisingtechnologiesintheﬁeldofubiquitouscomputing,
itisoftenreferredtoasthenexttechnologicalrevolutionaftertheInternet.However,duetothe
verylimitedresourcesintermsofcomputation,memoryandenergyonRFIDtags,conventional
securityalgorithmscannotbeimplementedonlow-costRFIDtagsmakingsecurityandprivacy
animportantresearchsubjecttoday.
Firstofal,weinvestigatethescalabilityinlow-costRFIDsystemsbydevelopingans-3
moduletosimulatetheuniversallow-costRFIDstandardEPCClass-1Generation-2inorder
toestablishastrictframeworkforsecureidentiﬁcationinlow-costRFIDsystems. Weshow
that,thesymmetricalkeycryptographyisexcludedfrombeingusedinanyscalablelow-cost
RFIDstandardduetotheveryshortidentiﬁcationtimeforverylargetagpopulations. That
doesnotgiveanyotheralternativesthandesigningalightweightapproachesbasedonpublic
keycryptography.
Then,weproposeascalableauthenticationprotocolbasedonouradaptationofthefamous
publickeycryptosystemNTRU.Thisprotocolisspecialydesignedforlow-costRFIDsystems,
itcanbeeﬃcientlyimplementedintolow-costtags,astagsareonlyrequiredtoimplement
alightweighthashfunction,simpleadditionandbit-wiseoperations(circularshiftsandxor
operations).
Finaly,weconsiderthezero-knowledgeidentiﬁcationi.e.whenthenosecretsharingbetween
thetagandthereaderisneeded.SuchidentiﬁcationapproachesareveryhelpfulinmanyRFID
applicationswhenthetagchangesconstantlytheﬁeldofadministration.
Weproposetwozero-knowledgeidentiﬁcationapproachesbasedonGPSandrandomizedGPS
schemes. Theproposedapproachesconsistinstoringintheback-endprecomputedvaluesin
theformofcoupons.So,theGPS-basedvariantcanbeprivateandthenumberofcouponscan
bemuchhigherthaninotherapproachesthusleadingtohigherresistancetodenialofservice
attacksforcheapertags.
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Chapter1
Introduction
TheRadioFrequencyIdentiﬁcationtechnology(RFID)hasbeenagrowinginterestintherecent
fewyearsthankstoitsuniquefeaturesthatalowspassivesmartlabel(RFIDtag)tobescanned
andidentiﬁedwithnoneedforvisualorphysicalcontact.
Contrarytopopularbelief,RFIDtechnologyisnotneworrecent,theﬁrstknownapplication
ofRFIDwasthe”friendorfoe”identiﬁcationsystemusedinﬁghterplanesin World WarII,
withaleadof20yearsonitswiredequivalent,thesmartcard. However,thepervasiveusage
hasstartedrecentlyinbiometricpassportsandasapracticalreplacementforopticalbarcodes
reducingdramaticalythecostsinsomeproductionprocessesthankstoelectronicmanufacturing
progresswhichmakeslow-costRFIDsystemsaneconomicalreplacementforopticalbarcode.
Today,RFIDtechnologyisacommonandusefultoolinmanufacturing,supplychainmanage-
ment,publictransportation,physicalaccesscontrol,embeddedmedicaldevices,animalidenti-
ﬁcation.
RFIDsystemsaremadeupofthreemaincomponents:RFIDtag,RFIDreaderandback-end
databaseasdemonstratedinFigureC.1.
RFIDtagscanbeclassiﬁedintothreetypes:active,passive,orsemi-active.Passivetagsare
Figure1.1:AnRFIDsystem[23]
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thoseconsideredinthisthesis,theyarethemostwidelyusedandtheydonotcontainanysort
ofon-boardpower;theyarecomposedofasmal microchipandanantenna.Tag’sinformation
canbereadbyanRFIDreader,fromsomedistanceawayandwithoutrequiringline-of-sight.
Thereaderisusedtoprovideenergytothetagbythemagneticresonanceinduction;therefore,
asnoenergyislocatedonthetag,thetagiscaleda”passive”tag.Theactivetagsarethose
whichcontainabatteryfromwhichtheydrawpowerforcomputationandforcommunication
toreaders(andevenothertags).Semi-activetags(hybrid)containanon-boardbatterythatis
exclusivelyutilizedasacomputationresource(andnotforcommunication).ThistypeofRFID
isacombinationofactiveandpassiveRFIDtechnologies.
Thereaderpowersthetag(passiveandsemi-active),retrievesandeventualytransmitsdata
relatedtotagtoaback-endserverforfurtherprocessing.
Theterminology”low-costRFIDtags”iswidelyusedtodesignverylow-costpassiveRFIDtags,
anditisadoptedthroughoutthisthesis.
Today,thelowcostofRFID,thehugeeconomicstakesthatpresentandeaseofuse,make
thistechnologythenexttechnologicalrevolutionaftertheInternet.
1.1 AuthenticationChalengesinLow-CostRFIDsystems
TheauthenticationisdeﬁnedbytheInternationalOrganisationforStandardisation[29]asa
meanforconﬁrmingtheidentityofaclaimedentity.Intheinformationsecurity,theauthentica-
tionrequirestousecryptographicalalgorithmswhichareknowntorequireimportantresources
intermsofcomputation,powerandmemory.
Theidentiﬁcationiswhathappenswhenaproverclaimstohaveacertainidentitytotheveriﬁer.
Thediﬀerencewithauthenticationisthatauthenticationrequiresaproofthatcannotberefuted
oftheclaimedidentity.
RFID,asitsnamesuggests,theidentiﬁcationconsistsitsveryfoundation.Thisidentiﬁcation
mustbesecuretoavoidtheimpersonationoftagandreader.However,tomakeRFIDattractive
forpervasivedeployment(largescaledeployment)twoconditionsneedtobefulﬁled.First,a
verylow-costoftagsshouldbeguaranteedwhichleadingtoveryconstraineddeviceswhichcan-
notperformcomplexcomputations.Second,thescalabilityissueswhentagsmassivescanning
isrequired,needtobesolved.
Itisthusinevitablethat,thedisadvantageofRFIDtechnologywouldberelatedtothesecurity
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andprivacyrisksthusmakingitmorediﬃculttoresisttostandardattacksthatare:replay
attacks,man-in-themiddle,denialofservice,etc. Withtagsansweringtoanyreaderqueries,
privacyissuesaremadechalengingandarerelatedtoclandestinetracking,locationprivacy,
andforwardsecrecy.Inaverysimpleway,anRFIDidentiﬁcationprotocolisvulnerableto
clandestinetrackingorlocationprivacywhenanadversarycanrecognizeanRFIDtagseen
earlier.Forwardsecrecyisthepropertythatadisclosedsecretinformationaboutthetagdoes
notrevealpastsecrets.
Todaytheseissuesareamajorchalengeforresearchers,demandingtoexpandthebound-
ariesofcryptography.TheseresearchworksareencouragedbytheEuropeanCommission.In
2008,adraftrecommendation[15]waspublishedonRFIDsecurityandprivacystatingthat
RFIDapplicationsneedtooperateinasecuremannerandthatresearchneedstoleadtohigh-
performanceandlow-costsecuritysolutionsforRFIDdevices.
AnotheraspectrelatedtoRFIDtechnologyistheopensystemfeaturewhenthesystem
interrogatingthetagcannotbeidentiﬁedaheadoftimeduetothemobilityaspectofRFID
tagsinsomeusecasesi.e.thereisnoguaranteethatthereader(veriﬁer)isnotmalicious.In
suchcontext,solutionsarezero-knowledgeidentiﬁcationprotocolsastheydonotrequiresecrets
sharingbetweenthetagandthereader.However,thesetypesofprotocolsastheyare,require
resourcesbeyondcapabilitiesoflow-costRFIDtags.
Theschemecommonlyusedtoperformtheauthenticationiscaledchalenge/response:the
readersendsachalengectothetagthatprovesitsidentitybyrespondingtothischalenge.
Obviously,anadversaryshouldnotbeabletomasqueradeasthetag,evenifheeavesdropsthe
previousanswersofthetag.Respondtoreader,consistsinencryptingthereceivedchalengec
usinganencryptionalgorithmE,arandomsecretcryptographickeykandeventualyafresh
randomvaluergeneratedbythetag.ThisprincipleisilustratedinFigure1.2.
Reader Tag
choosec∈R{0,1}n c−→ chooser∈R{0,1}n,Ek(c,r)
Retrievek,checkEk(c,r) r,Ek(c,r)←−
Figure1.2:Chalenge/responseidentiﬁcationscheme
However,iftheencryptionalgorithmEissymmetrical,thistypeofprotocolhastwoshort-
comings.Oneofthemisitsunscalabilityiftheentiretag’sresponseisdiﬀerentineachauthen-
ticationattempt,inthiscasethesystemmustdoanexhaustivesearchtoﬁndthesecretkeyk
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toauthenticatethetag.
Theotheroneistheprivacy,ifanadversarycancomputationalydistinguishatagi.emakethe
linkbetweenatag’sresponseandatagseenearlier,orifthetag’sresponseispartialyconstant:
forexample,thetagrespondswithasupplementarymetaID(pseudoindex)thusmakingeasier
forthesystemtosearchforthesecretkey,anattackerinthiscasecaneasilytracethetag
betweentwometaIDupdates.
Thesimultaneousprovisionofprivacyandscalabilityinmanylow-costRFIDsystemsdoes
notgiveotheralternativesthandesigninglightweightapproachesbasedonpublickeycryptogra-
phy.Indeed,iftheRFIDsystemimplementsapublickeycryptosystem,thereaderhasonlyone
privatekeytodecryptanytag’sresponsethatcanbediﬀerentineachidentiﬁcationattempt.
Thissolvestheproblemsofscalabilityandprivacy. Moreover,ahighprivacylevelrequiresthe
useofsomepublickeycryptographictechniques[52].
However,mostoftheresearchersbelievethatthelow-costRFIDcannottakeadvantageofpublic
keycryptographyandshouldthereforebebasedonsymmetriccryptography.Itisthusimpos-
sibleundersuchassumptionthatanauthenticationprotocolcansupportbothscalabilityand
privacyatlowcomplexitycost.
1.2 WirelessattacksinRFID
ThesecurityandprivacyinRFIDsystemsmainlyconcernthewirelesscommunicationsbetween
tagandreaderwhilethecommunicationsbetweentheback-endandthereaderareassumedas
securebecausethereaderandback-endaredeviceswithcomputingandbatteryresources,so
therearenoimpedimentstosecuretheirin-betweencommunicationswithstrongsymmetricor
asymmetrickeyalgorithms.
TheattackerisassumedbehavingaccordingtotheDolev-Yaomodel,i.e.havingfulcontrol
overthewirelesschanneltoreplay,modifyandstoreexchangedmessages.
•MaliciousTracking:itisoftenreferredtoasthemajorprivacythreat,thegoalofthe
attackeristotraceatagi.e.recognizeatagpreviouslyseen.InRFIDsystems,tag
respondstoanyreader’squery,sowhentaganswerstoreaderqueriesareunique,an
attackercantrackthemovementofthetagowner.Thisisoneofthemainproblemsthat
ubiquitouscomputinghastosolveasMark Weiseralreadypredictedin1991[54].
•Replayattacks:theattackerusesasimplemethodofexploitingacapturedtraﬃcex-
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changedbetweentagandreaderandresendsthistraﬃctobeauthenticatedasalegitimate
tagorreader.
•Maninthemiddleattacks:theattackertriestoobtaininformationfromalegitimatetag
orreaderinordertoimpersonateitlater.
•DenialofServiceattacks:theseattacksconcernmainlythedesynchronizationbetween
thetagandthereader/back-end.Theattackercanmakeinconsistentasharedsecretkey
betweenthetagandthereaderinorderthattheycannotrecognizeeachotherinthefuture
authenticationsessions.
1.3 Contributions
Inthisthesis,weinvestigatetheissuesofscalability,privacy,andzero-knowledgeinlow-cost
RFIDsystemsusinglightweightpublickeycryptography.Ourcontributionsinthisthesisare:
•Intheﬁrstplace,weinvestigatethescalabilitycriterionbydevelopingasimulatormodule
forns-3thatpredictstheidentiﬁcationperformancesinmanyscenariosfortheuniversal
standardforlow-costRFIDsystems,theEPCClass-1Generation-2.
Thespeciﬁcationsofthisstandarddonotprovideanysecuritymechanismontagswhich
arejustconsideredasradio-frequencybarcodes. Ourmainobjectiveistoobtainsome
keyaspectssuchastheidentiﬁcationtimefordiﬀerenttagpopulations. Thisenables
gettingfortheﬁrsttimerealisticresultsandestablishingastrictframeworkforsecure
identiﬁcationinsuchlow-costRFIDsystemsfordiﬀerenttagpopulations.
•Inthesecondplace,weproposeanewscalablelightweightasymmetricalmutualauthenti-
cationprotocolespecialydesignedforlow-costRFIDsystems.Thisapproachisbasedon
anadaptationthatwehaveintroducedonNTRUpublickeycryptosystemforthetagby
bringingbacktheencryptionprocessfromadiﬃcultmathematicaloperation,polynomials
multiplicationoverring,toonlysimplecircularshiftsandadditions.
•Inthethirdplace,weinvestigatethezero-knowledgeidentiﬁcation(nosecretsharing
betweenthetagandthereader)inlow-costRFIDsystemsandweproposetwoprivate
lightweightstorage-securitytrade-oﬀsbasedonGPSandrandomizedGPSpublickey
schemes.Ourapproacheshavetwokeybeneﬁts.First,thestorageoverheadissupported
bytheback-endserverandnotbythetag,sotheGPS-basedvariantcanalsobeprivate,
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andtheRFIDsystemislessvulnerabletodenialofserviceattacksthanotherapproaches.
Second,forauthenticatingtothereader,thetagonlyneedssimpleintegeroperations,so
implementationcanbedoneinlessthan1000gateequivalents(GEs).
Inthecourseofthethesis,wehavegivensubstantialcontributionstotheFrench-German
projectRESCUE-IT.Fromamodelingperspective,RESCUE-ITrepresentsacompletesup-
plychaininthepublicsecurityareaandintegratessecurityrequirements.Italsoproposesa
databaseaboutrisksandmitigationproceduresrelatedtosupplychains.Fromarequirements
perspective,theprojectidentiﬁestherelevantsecurityparameters,whichneedtobemonitored
andcontroled.FromanInternetofThingsperspective,theprojectenhancestheusageofwire-
lesssensornetworksandofRFIDsystems,tailoredforthespeciﬁcneedsofasecuredsupply
chain.
1.4 Thesisorganization
Thereminderofthisthesisisorganizedinthreechapters.
Inthenextchapter,weconsiderthesimulationprobleminRFIDsystems,weintroduce
worksfoundintheliteraturerelatedtosimulationinRFIDtechnology. Wealsointroducethe
fundamentalconceptsofEPCClass-1Generation-2.Then,wepresentourmoduleforns-3to
simulateRFIDsystemsandresultsfromdiﬀerentscenarios.
Inthethirdchapter,weconsiderthescalabilityinlow-costRFIDsystemsandweshowthe
limitsofvariousscalableauthenticationprotocolsfoundintheliterature,andweproposeanew
scalablelattice-basedauthenticationprotocolspecialydesignedforlow-costRFIDsystems.
Inthefourthchapter,weconsidertheimportanceofzero-knowledgeidentiﬁcationinsome
RFIDapplicationsandweintroducearapidstateoftheartpertainingtothisconcept.Then,
wepresentourstorage-securitytrade-oﬀidentiﬁcationschemesforlow-costRFIDsystems.
Inthelastchapter,weconcludethisthesisandwegivethemainfutureworkdirections.
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Chapter2
Massivereadingsimulationfor
low-costRFIDtags
EPCglobalClass-1Generation-2UHFRadioFrequencyIdentiﬁcationstandard,commonlyknown
astheEPCGen2forpassiveRFIDtechnologyisanewstandardwhichwasapprovedin2004.
TheEPCGen2tagisconsideredasasuccessortothebarcode,itisapowerfulmechanismfor
objectidentiﬁcation. TheEPCGen2iswidelyacceptedastheuniversalstandardforlow-cost
RFIDtags.Itisdesignedtosatisfythesupplychainrequirements.ThesmalsizeofEPCGen2
tagsalowsthemtobeimplantedwithinobjectsandidentiﬁcationbyfrequencyalowstags
notonlytobereadinlargenumbersbutalsothroughvisualyorenvironmentalychalenging
conditions.
However,EPCGen2doesn’tdeﬁneexactlyhowthereader(interrogator)shouldreactin
criticalsituationslikecolisionsorhowtomanagediﬀerentcommands(Query,QueryRepand
QueryAdjust)duringtheinventoryround.Thisiswhyasimulatorcanbeaveryusefultoolto
discovertheprotocolbehaviorsindiﬀerentscenarios.
Inthischapter,wedealwiththisapproach,wecreateanewmoduleinNetworkSimulator
ns-3topredicttheidentiﬁcationperformancesforEPCGen2communicationprotocolindiﬀerent
conﬁgurations.Thismodulealowstotestthescalabilityofthisstandardinordertoestablish
astrictframeworkforsecureidentiﬁcation,forexample,whatkindofsecurityapproachesthat
couldbeenvisaged. Moreover,RFIDsimulationisveryusefulformanyresearchchalengessuch
assecurity,privacyandthroughputoptimizationoverthetag-readerchannelwhicharesomuch
diﬃculttobetestedinpracticebecauseoftheintegratednatureofRFIDtags.
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Thismoduleisabletosimulatevariousrealisticscenariosandconﬁgurationstopredictthe
identiﬁcationperformanceinmanyscenarioslikecheckoutcontrol,receptioncontrol,expedition
control,andinventorythatservetoevaluatetheperformancesofthisstandardinthesupply
chainforexample.
Wegivesomekeyaspectsofdiﬀerentconﬁgurationslikeidentiﬁcationtimefortagpopula-
tions,statisticsoncolisionsduringtheidentiﬁcationproceduretoimproveperformances,etc.
Theremainderofthischapterisorganizedasfolows. WeﬁrstintroduceinSection2.1
worksrelatedtoRFIDsimulationandwedemonstratetheirlimits.Section2.2thendescribes
theEPCGen2communicationprotocol.Sections2.3and2.4introduceoursimulationmodel
andns-3;respectively.Section2.5describesoursimulator.Thesimulatedscenariosandtheir
resultsaregiveninsections2.6and2.7;respectively,beforeconclusionsinsection2.8.
2.1 Relatedworks
ThesimulationofRFIDsystemswithconventionalwirelessnetworksimulationtools(ns-2,ns-3,
Omnet++,rtc.)involvesthedevelopmentofanewmodulethatreﬂectstherealityofRFID
systems.
In[6],theauthorsprovideasimulationofRFIDunderNetworkSimulatorns-2.Thesimu-
lationisbasedontheavailablens-2802.11alreadyexistinginns-2,sothissimulationdoesnot
reﬂecttherealityofRFIDsystems,specialytheadoptedmacandphysicallayersaretoomuch
diﬀerentthanlayersofRFIDreadersandtags.
In[12],theauthorsdevelopwithJavaanevaluationtoolPETRAforISO18000-3protocol.
Thedevelopedsoftwaresimulatesthescenarioofagroupoftagsthatgetintoandgetoutthe
antennareader’sareaattwodiﬀerenttimes.Thetoolgivesthenumberofsuccessfulyidentiﬁed
tagsandidentiﬁcationdurationaccordingtothenumberoftagsandvelocity. However[12]
isinaccuratebecauseitdoesnotmodelthephysicallayerofRFIDdevices,somanyfonctions
aremissinglikesignalpropagation,capture,antennadirectivity,backscatter,andtagmobility
model.
In[18],authorsproposeasimulatorRFIDSIMtheimplementationisdonewithJist(Java
insimulationtime).RFIDSimimplementstheISO18000-6Ccommunicationprotocolandsup-
portspathloss,fading,backscatter,capture,andtagmobilitymodels.RFIDSIMwasessentialy
designedtofacilitatetherelativecomparisonofdiﬀerentmediumaccessprotocolsandtransmis-
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sioncontrolstrategiesofISO18000-6C. Weidentifyseveralweaknessesinsimulator[18].Itis
unabletopredictidentiﬁcationperformances. Moreoveritdoesnotuseastandardsimulation
platformlikens-2,ns-3orOmnet++,ismadeofseveralsoftwarecomponents,andassuchisdif-
ﬁculttodeploy.Thearchitectureofthesimulatorisnotclearenoughforbringingmodiﬁcations
toit.
2.2 EPCClass1Generation2communicationprotocol
2.2.1 GeneralitiesonEPCGen2
TheEPCGen2standard[2]deﬁnesthephysicalandlogicalrequirementsforpassiveRFIDtags
inordertoreplacethetraditionalbarcode.ItwasdesignedbyEPCGlobalInc.oneofthe
leadersinthedevelopmentofindustryglobalwidestandardsfortheEPCtosupporttheuseof
RFID.
EPCGen2readertalksﬁrstandtagscanbereadandwriteaninﬁnitenumberoftimescontraryto
previousEPCgenerations.Thereadertransmitsinformation(commands)totagsbymodulating
aradiofrequencysignal.
Tagswhicharepassive,receivebothtransmittedinformationandoperatingenergyfromthe
radiofrequencysignal:theyrespondtoreaderbymodulatingacontinuousradiofrequency
wavesignaltransmittedbythereaderitself.
Table2.1sumsuptheEPCGen2characteristicsofreaderandtag.
OperatingFrequency Ultra High Frequencyrange:
860 MHz-960 MHz
Range Approximatively5meters
Datarate Forwardlink:26.7-128kbps
Backscatterlink:5-640kbps
Encoding Forwardlink: pulseinterval
encoding(PIE)
Backscatterlink:FM0, Miler-
modulatedsubcarrier
Modulation Forwardlink:DSB-ASK,SSB-
ASKorPR-ASK
Backscatterlink:ASKorPSK
Multipleaccessprotocol Variantofslotted Aloha(Q
Protocol)
Tags Passive, EPC, reserved and
usermemory
Table2.1:CharacteristicsofEPCGen2protocol
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2.2.2 EPCGen2 mediumaccessprotocol
InordertominimizecolisionsduringInventoryround(identiﬁcationprocess),theaccessof
EPCGen2tagstothesharedwirelesschannelisbasedonavariantofslottedAlohacaledQ
Protocol.
InAloha,thesharedwirelesschannelisaccessibletoalstations.Anactivestation,which
hasamessageforanotherstationbroadcastsitdirectly.Themainproblemtosolveisthatof
colisions.Indeed,insuchenvironmentthereisnocentralcontrolandtransmissiontimesof
themessagesareunpredictable.SlottedALOHAisareﬁnementoverthepureAloha,timeis
dividedintolotswhichhasanimpactontheperformances.Anystationcantransmitwhenever
shewants,butitmuststartitstransmissionatthebeginningofaslot.
InEPCGen2mediumaccessprotocol,theQparameterisspeciﬁedintheQuerycommandand
rangesfrom0to15inclusive. Toreplywithintheinventoryround,eachtagthatreceives
thepreviouscommandfromthereader,choosesarandomnumberintherange0to2Q-1
inclusive. Tagsthatgetzeroshouldreplyimmediatelybya16-bitpseudorandomsequence
(RN16)message.Otherwise,tagshouldwaitforothercommands.
Therearethreepossibilities:
•Notagsreply:thereadermaysendanotherQuery,aQueryReporaQueryAdjustcom-
mand.
•Onetagreplies:thereadermayidentifythetagifeverythingisgoingwel.
•Multipletagsreply:thereaderreceivesseveralRN16messagesuptothenumberoftags
havingzerovalueintheirslotcounter.Thereaderhastoresolvethecolisionandsends
anACK.Otherwise,ifthecolisioncannotbesolved,thereaderissuesaQueryRepor
QueryAdjustcommand.
Ifnotagrepliesormanytagsreplay,thereadermaysendaQueryAdjusttosolvetheproblem
bymodifyingtheinitialQvaluesentintheQuerycommandbydecreasingtheQvaluewhen
thereaderhasnoresponsetorisetheprobabilitytogetareplyfromataganditincreasesthe
Qvaluewhenthereismorethanonereply(toavoidthecolisionsproblem).Figure2.1gives
analgorithmformanagingQparameteraccordingtothesituation(Cisaﬂoatrangingfrom
0.1to0.5).Thereadermanagestagpopulationsusingthreebasicoperationswhichare:Select,
InventoryandAccess. WefocusontheSelectandtheInventoryprocedurebecausethoseones
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Figure2.1:ExampleofalgorithmformanagingQparameter[10]
areaﬀectingtheexchangedurationandthat’swhatwedealwithinthischapter.Fortheaccess
procedure,itisoptionalanditcanbeaddedinfutureworks.
ThereadersupportsfoursessionsS0,S1,S2,andS3.Thetaghastoparticipateinoneand
onlyonesessionduringtheinventoryround.IthastwostatesAandB,andwhenthetagis
poweredupitinvertsitsinventoriedﬂags(A→BorB→A).
2.2.3 Selectprocedure
Intheselectprocedure,thereaderselectstagsforInventoryorAccessround. Thereader
appliesSelectcommandsuccessivelytoselectaparticulartagspopulationreferringtoauser-
basedcriteria.ReadercansendmanySelectcommandsatatimetoperformsetoperationslike
unions,intersectionandnegationonthetagpopulations.Folowingthiscommand,concerned
tagswil modifytheselectedﬂagortheinventoriedﬂagforoneofthefoursessions.Thecriteria
fordeterminingwhetherthetagisconcernedbytheselectcommandiswhenthemasksentin
acommandmatchestheonesavedinthetagmemory. Forexampleasintheﬁgure2.2,we
haveonereaderandapopulationoftagscomingfromtwodiﬀerentconstructors(XandY)
andthosetagsarealintheS1session(oneofthefoursessions).Intheinventoryoperation,
wewantonlytocommunicatewithtagsfromXconstructor.Sothereaderwilsendatﬁrsta
selectcommandwithS1sessionandamaskwiththeserialoftheXconstructortochangethe
inventoriedﬂagto”A”andanotherselectcommandwithS1sessionandamaskwiththeserial
oftheYconstructortochangetheinventoriedﬂagto”B”.
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Therefore,intheinventorystage,readerwilcommunicateonlywithtagsinsessionS1andwith
”A”inventoriedﬂag.
Figure2.2:Selectcommand’sexample
2.2.4 Inventoryprocedure
Inventoryistheprocessbywhichareaderidentiﬁestagsi.e.readstheEPCofaltags. The
inventorycommandsetincludesthefolowingcommands:Query,QueryRep,QueryAdjust,ACK
andNAK:
•Query:thereaderlaunchesanewinventoryround. Weconﬁguresomeparametersthat
deﬁne,forexample,ifthereaderwilcommunicatewithtagsaccordingtotheirsession
andtheinventoriedﬂagsortheirselectedﬂags. Anotherimportantparameteronthis
commandistheQparameterwhichischosenrandomlyandsenttotagstoavoidcolisions
i.e.diﬀerentiateresponsetimeofeachone.
•QueryRep:thiscommandisthemostcommonlyused.Uponreception,thetagdecreased
theslotcounterbyoneinordertogetzeroandsendsRN16message.
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•QueryAdjust:thereaderlaunchesanewinventoryroundusingthesameparametersof
thepreviousroundexcepttheQparameterthatishigherorsmalerifthereisacolision
detectionorifthereisnotagresponse,respectively.
•ACK:thereadersendsthisresponsetoacknowledgethatitreceivedanRN16andechoes
theRN16valueofthereceivedmessage.
•NAK(Not-an-ACK):thereadersendsaNAKmessagetoinformatagthatitsEPCwas
notsuccessfulyreceived.
Thestandardmentionsthatatleastoneselectcommandshouldprecedeaninventoryround.
Thetagpassesthroughseveralstatesandtransactionsduringtheidentiﬁcationprocessas
ilustratedinFigure2.3TheinventoryroundisstartedbyaQuerycommandinwhichthereader
Figure2.3:TagstatediagramoftheEPCGen2protocol
speciﬁestheQparameterandwhichtagsparticipateinthisroundbasedontheirinventoried
ﬂagsandselectedﬂags. Whenthetagreceivesthiscommand,itchoosesarandomvaluestrictly
lowerthan2Q andtransitstothereplystateifthechosenrandomvalueisequaltozero.
Tagsthathavegeneratedanon-zerovaluemusttransittoarbitratestateandwaitforQuery,
QueryReporQueryAdjustcommand. AsdescribedinFigure2.4,inthecaseonlyonetag
replies,theidentiﬁcationprotocolworksasfolows:
•Taggeneratesandsendstoreadera16-bitrandomnumberRN16(Randomnumberrange
from0toFFFFinclusive)andtransitstoreplystate.
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Figure2.4:Tagandreader(interrogator)exchangestepssupportingidentiﬁcation
•ReaderreceivesthemessageRN16andacknowledgesthetagwithanACKcontainingthe
sameRN16value.
•Theacknowledgedtagchangesitsstatetoacknowledge,calculatesandsendsbacktoreader
theEPC(tag’sidentiﬁer),PC(ProtocolControl)andCRC16(16-bitCyclicRedundancy
Check)inonemessage.
•IftheEPCiscorrectlyreceived,thereaderissuesaQueryReporQueryAdjustcommand.
Theidentiﬁedtagchangesitsinventoriedﬂagandreturnstoreadystate,soitisnolonger
respondingtoanyQueryReporQueryAdjustcommands.Ontheotherhand,anothertag
wilenterinreplystateandresponsetoreader.
Figure2.4presentsonlythemainstepsduringtheexchangeoperationsbetweenthereaderand
twotagsinEPCGen2protocol.Thereadercaninteractmorewiththetagaftertherecoveryof
itsidentiﬁerEPCforexamplewiththeaimofwritingsomeinformationorkilingthetag.Here,
whatweareconcernedwithisthemostusedfunctionalitiesofEPCGen2,i.e.therecoveryof
tagpopulationsidentiﬁers(EPCs).
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2.2.5 Linktimingperformance
InEPCGen2,theexchangebetweenthetagandthereadermustfolowveryspeciﬁcconstraints
ontimeasshowninFigure2.5.
TheparameterT4isdeﬁnedastheminimumtimebetweenreadercommands,inFigure2.5,T4
presentsthewaitingtimebetweenselectandquerycommands. AfterQueryorQueryRepor
QueryAdjust,thereadershouldwaitatleastforT1toreceiveamessagefromatag,otherwise,
ithastoretransmitoneofthepreviouscommands.EventhetaghastowaitT2aftersending
messagetoreceiveresponsefromthereader,otherwise,itreturnstoapreviousstateeither
readyorarbitrateinaccordancewithitsactualstate.ThelasttimingparameterisT3whichis
thetimethatareaderwaitsforafterT1,beforeitissuesanothercommand;it’sthetolerance
marginaddedtoT1parametertoavoidtheretransmissionofanothercommand.
Figure2.5:EPCGen2timingconstraint[11]
Thetimeconstantsabove(T1,T2,T3,andT4)aredependentonaparameternamed
Tariwhichisthereferencetimeintervalforreader-to-tagsignaling,anditisthedurationofa
data-0.TheconﬁgurationofthisparameterdeterminesbothData-0andData-1lengthusedin
message’stransmission,asshowninFigure2.6,and,timeoutparameters.Tarivalueasdeﬁned
inthestandard,shouldbebetween6.25µsand25µs[2].
2.3 Simulation model
Tomakethesimulationquiterealistic,weneedtomodelthemobilityandpoweringoftags,
signalpropagationbetweentagsandreader,receptionandtransmissionofthesignalsatthe
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Figure2.6:Data-0andData-1parameters[2]
RFIDreadersandtags,commandsspeciﬁedinEPCGen2communicationprotocol,etc.
Regardingtimingparametersand modulation,weadopta modelsimilartothatof[18]as
describedinTable2.2.
Parametername Value
Tari 8.33µs
Data-1 16.66µs
TRext 0
DivideRatio 8
Modulation 2
T1 70.7µs
T2 18.7µs
T3 62.5µs
T4 50.0µs
Table2.2:Timingparameters
Inthemostcommonlyusedmodelinthefreespace[36],thereceivedsignalisattenuated
byaDfactorwhichpresentsthepathloss:
D= 4πrλ
2
Whereristhedistancebetweenreceiverandtransmitterand λisthewavelength. Manyother
conﬁgurationsaboutpower,sensitivityandotheraspectsareshownintableC.3.
Weproposetwoalgorithmsforcommandsmanagementandcolisionsthatdeﬁnethereader
behaviorinmanysituations.Indeed,thestandardjustdeﬁnesgeneralfeaturesanditleavesthe
freedomofchoicefortheimplementationinordertogetbetterperformancesaccordingtoeach
scenario,itdoesn’tpointoutexplicitlyhowthereaderaddressestheproblemofcolisionsand
whatcommandshouldbeusedineverysituation.
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Parametername Value
Reader
Frequency 866MHz
Power(EIRP) 2000mW
Antennabeamwidth 60°
Sensitivity -80dBm
Tag
Sensitivity -14dBm
BackScatterfactor 0.25
Speed 1m/s
Propagationchannel
PathLossexponent 2.0
Table2.3:Conﬁgurationparameters
2.3.1 Commands managementalgorithm
Thisalgorithmistospeeduptheidentiﬁcationduringtheinventoryround. Asdemonstrated
inFigure2.7,itspeciﬁeshowthereadershouldusethefolowinginventorycommands:Query,
QueryRepandQueryAdjust.First,thereaderstartstheinventoryroundbysendingaQuery
Figure2.7:ActivitydiagramofCommandsmanagementalgorithm
message.Ifatagrespondsi.e.aRN16messageisgetback,theexchangeprocedurecontinues
withthetag,otherwiseanumberofQueryRepcommandsissentinordertodecreasetheslot
countersoftags.Incaseofnoresponse,thereadersendsaQueryAdjustwithsmalervalueofQ
thatdecreasesmorelikelythenewselectedslotcountersoftagsinordertorespondfasterthis
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time.ThesendingofQueryRepandQueryAdjustcontinuesuntilQequalszero.Ifthereader
getsnoresponseback,eitherthereisnotagsintheantennarangeornewtagsgetintothearea
afterthelastQuerycommandandshouldreceiveanewonetobeabletorespond.Thus,the
readersendsaQuerycommandandanewinventoryroundcanstartagain.
ThereaderstopsthetransmissionafteraltagsareidentiﬁedorseveralQueryhavebeensent
withnoresponseback.
2.3.2 Anti-colisionalgorithm
Duringaninventoryround,acolisioncanhappenwhenmorethanonetagchoosethesame
slotcounterandreachzerovaluetogethersotheyrespondwithtwoRN16messagesatthesame
time.
AsdescribedinFigure2.8,thecommandQueryAdjustincreasestheinitialQ,sotagsselectother
slotcountersaccordingtothenewQ(slotcounter∈ [0,2Q−1]).Therefore,theprobability
thattwotagschooseagainthesameslotcounterandrespondatthesametimeisdecreased.
Inthiscase,tagstakemoretimetoreachzerovalue,sothenumberofQueryRepincreasesto
besentafter.ThenumberofQueryRepisadaptiveinordertoavoidcolisionsandreducethe
identiﬁcationtimeasdemonstratedinFigure2.8.
Figure2.8:Activitydiagramofanti-colisionalgorithm
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2.4 NetworkSimulator3
TheNetworksimulator3(ns-3)isanextgenerationsimulatordesignedtoreplacens-3.It
isafree,opensourcelicensing(GNUGPLv2)andadiscreteeventnetworksimulator. The
simulationcoreandmodelsarewritteninC++. ns-3usesthewafbuildsystemwhichisa
Python-basedframeworkforconﬁguring,compilingandinstalingapplications.
Asdemonstratedin[53],ns-3hasbetterperformanceintermsofruntimeandmemoryusage
overothernetworksimulators(OMNet++,JistandSimPy)andevenns-2.
ns-3seemstobeagoodchoicetoimplementEPCGen2moduleforbothperformancesand
scalability.
2.5 TheRFID moduleforns-3
Thereisahugediﬀerencebetweentheexistingmodulesinns-3andRFID,essentialyinthe
physicallayerandpropagationchannel,butmanyfunctionalitiessuchasmobility,packetclass,
buﬀer,simulator,etc.arenativetothens-3core.
2.5.1 SoftwareDesign
WemodelthephysicalandthelogicallayerofEPCGen2communicationprotocol.Figure2.9
showsasimpliﬁedversionoftheclassdiagrambecauseeveryclasshasalotofattributesand
methodsandcouldnotbeproperlypresented. MostusedmethodsaredescribedinAnnexA.
2.5.1.1 RFIDChannel
TheRFIDChannelextendstheChannelclassprovidedbyns-3,presentstheradiopropagation
ﬁeld.Itisresponsibleformodelingsignalpropagationandbroadcastinginformationtoal
thedevicesexistingintheequipment’santennarange(tagsand/orreader).Itincludesalso
propagationdelayduetothedistancebetweendevicesandpowerlossasaresultofpathloss
phenomena.Itknowsthereferencesofaltagsandreaders.Soitdecides,referringtothedevice
positionandsignalstrength,whichradionodewilreceivethemessageandwhichnot.
OneofthemostimportantmethodinRFIDChannelissend()whichveriﬁeswhetherthe
receiverisintheantenna’srangeornot,itcalculatesthepropagationdelayaccordingtosender
mobilityandreceivermobility,itcalculatesthepowerlossduetothepathlossanditbroadcasts
themessagetobereceivedbyaltheequipmentsintheantenna’srange.
19
Figure2.9:ClassdiagramoftheproposedRFIDmodule
2.5.1.2 Physicallayer
RFIDPhyextendstheObjectclassprovidedbyns-3.Itimplementsthephysicallayerofthe
RFIDtagsandreaders.Thisclassisresponsiblefortransmittingandreceivingmessagesfrom
theﬁeldentity(RFIDChannel),detectingcolisionsanddeliveringsuccessfulyreceivedmes-
sagestotheupperlayerwhichisIdentiﬁcationentity.
WhenthePhysicallayerreceivesamessagefromtheChannelbyStartRecv(),itcalsRﬁd-
PhyStateclasswhichsavestheactualstateofphysicallayer.Hisstatecouldbeidle,sendingor
receiving.So,themessageisacceptedonlyinidlestateanditisrejectedinsendingorreceiving
state.Aprobablecolisionisdeclaredandthehigherlayerisnotiﬁedofthesituation.
2.5.1.3 Identiﬁcationlayer
RﬁdIdentiﬁcationclassisthelogicalentitythatcontainsthelogicofsimulateddevices.Its
mainpurposeistoprovidetheinterfacetothedevicefunctionalities. Thisclassiscreatedto
bethesuperclassfortheTagIdentiﬁcationlayerandtheReaderIdentiﬁcationLayerasthere
arecommonfunctionalities.AlidentiﬁcationlayersareattachedtoRﬁdConﬁgurationclassand
EpcHeaderclass.Theﬁrstoneisusedtosaveandloaddeviceconﬁgurationslikemodulation
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type,bitlength,timeoutbeforeretransmissionorchangingdevicestate,etc. Thesecondone
servesforcreatingpacketandreadingreceivedpackets.
RFIDTagIdentiﬁcationcontainsthelogicofsimulatedtagsbyprovidingalfunctionalities
thatsimulatethetagworkingsuchassaveandloadreaderconﬁgurationslikemodulationtype,
bitlength,timeoutbeforeretransmissionorchangingreaderstate,etc.andalsocreatingpacket
andreadingreceivedpackets.Forexample,Receive()methodreceivesmessagesfromthephys-
icallayer,transfersthemtotheSetEquipementState()methodwhichdecidesintheﬁrststep
accordingtoitsstate,ifitisabletorespondornot.
Then,ifitdoes,itreadsthemessagecontents,switchstateandgeneratesamessageasare-
sponsetothereaderrequest.
Whenthemessagedoesnotmatchwhatthetagiswaitingfor,itwilreturnsilentwaitingfor
anothercommand.
ThisclassisconnectedtoEpcMemoryClasswhichpresentsthediﬀerentmemorybanksof
thetag.Itiscaledinsomecases,forexamplewhenthetagreceivesaSelectcommandtoverify
ifitmatchescommandparametersandalsowhenthetagsendstheEPCidentiﬁer,itcreates
theresponsefromProtocolControl,EPCidentiﬁerandCRC16andaloftheseparametersare
savedintotheEPCbank.
RFIDReaderIdentiﬁcationcontainsthelogicofsimulatedreader.Itsmainpurposeistopro-
videtheinterfacetothereaderfunctionalitiessuchassaveandloadreaderconﬁgurationslike
modulationtype,bitlength,timeoutbeforeretransmissionorchangingreaderstate,etc.and
alsocreatingpacketandreadingreceivedpackets.Itprovidesalthefunctionalitiesthatsimulate
thereaderoperations.Conformingtothestandard,thereaderstartstalkingﬁrstbysendingthe
ﬁrstmessagewhichcanbeSelectorQuerymessage.Also,thedecisiontorespondtoreceived
messagesismadebySetEquipmentState()method. Aftereverysentmessage,acountdown
islaunched.Ifthereaderdoesn’treceiveamessagebeforetimingout,SendQueryRepOrAd-
just()methodisautomaticalycaledtosendaQuery,aQueryReporQueryAdjustmessagein
accordancewithreaderstate.
2.5.1.4 RFIDnetworkdevice
RFIDNetDeviceclassextendstheNetDeviceclassprovidedbyns-3.NetDeviceclassisusedin
othermoduleslikewiﬁandwimaxasanetworkcardwhichcanbepluggedinanIOinterface
ofadevice.FortheRFIDmodule,it’ssimilartothenetworkdevice,soitcontains,forevery
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device,itswholeconﬁgurationfordiﬀerentlayersinordertofacilitatetheaccesstodiﬀerent
publicmethodsfromonelayertoanotherforthesamedevice.
2.6 Simulatedscenarios
WesimulateandstudytheperformancesofEPCGen2communicationprotocolinthreediﬀerent
scenariosinordertogetsomestatisticsonidentiﬁcationdurationforvarianttagpopulations,
numberofcolisionsdetectedovertheinventoryround,andpowerattenuationduringexchange
withmovingtags.Inpractice,thesescenarioscorrespondtothemainstepsinthesupplychain
(Inventory,reception/expeditioncontrol)forwhichtheEPCGen2isprimarilydesigned.
Eachoftheazimuthbeamwidthandtheelevationbeamwidthofthereader’santennais60°.
2.6.1 RFIDﬁxedtagsscenario
Thisscenariocorrespondstothesupplychaininventoryanditischaracterizedby:
•AnRFIDreaderthatispermanentlysendingQuery,QueryRepandQueryAdjustinorder
toidentifyaltagsinthereaderantenna’srange.
•Atagpopulationrandomlydistributedasinapaletwithasizeof1mx1mx1m,2meter
farfromreader’santennaasdescribedintheverticalsectionoftheantennaradiation
patterninFigure2.10. Tagshavenomobilityandtheyremainintheantenna’srange
duringthewholescenario.
Figure2.10:RFIDﬁxedtagsscenarioschema
Thisscenariowithonetagisrunwiththefolowingcommand:
./waf–runrﬁd-ﬁxed-tags
Itisenrichedwithsomeoptionsincludingthenumberoftagsconsidered,asfolows:
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./waf–run”rﬁd-ﬁxed-tags–tagsNumber=100”
Inthisscenario,resultsareprintedontheterminalscreenandcomposedoftagposition,
tag’sEPCidentiﬁer,exchangedurationandnumberofcolisionsdetected. Notethat,EPC
identiﬁersaregeneratedrandomly,eachtaggeneratesitsidentiﬁerineachinventoryround.
2.6.2 RFID movingtagsscenario
Thisscenariocorrespondstoreception/expeditioncontrolinthesupplychain,andcheckout
controlinasupermarketforexample. Thisscenariodiﬀersfromthepreviousonebyadding
mobilitytotagsanditischaracterizedby:
•AnRFIDreaderthatispermanentlysendingQuery,QueryRepandQueryAdjustinorder
toidentifytagsgettingintothereader’santennarange.
•AnRFIDtagpopulationrandomlydistributedasinapaletwithasizeof1mx1mx
1m,1meterfarfromreader’santenna.Tagsstartoutoftheantenna’srangeandtheyare
movingwithconstantvelocityof1m/sandtheyaregettingintoandouttheantenna’s
range.
Figure2.11:RFIDmovingtagsschema
Thisscenariowithonemovingtagisrunwiththefolowingcommand:
./waf–runrﬁd-mobile-tags
Thereareanumberofcommand-lineoptionsavailabletocontrolthedefaultbehavior.For
instance,ifwewanttosimulateapopulationof100tags,wespecifythenumberoftagsin
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commandlineasfolows:
./waf–run”rﬁd-mobile-tags–tagsNumber=100”
Inadditiontotheresultsofpreviousscenario,theterminalprintsthenumberoftagsthat
thereaderhasbeenidentiﬁedbecausesometimesthereadercannotidentifyaltagsbecauseof
theveryshortcrossingtimeofantenna’srange.
2.6.3 RFIDsignalattenuationscenario
Inthisscenarioweinvestigatethepowerreceivedbytagduringexchangeoperations.Itis
characterizedby:
•AnRFIDreaderthatispermanentlysendingQuery,QueryRepandQueryAdjustinorder
toidentifyataginthereaderantenna’srange.
•AstaticRFIDtag.
Figure2.12:RFIDsignalattenuationschema
Thefolowingcommandisrunningthescenario:
./waf–runrﬁd-signal-attenuation
Inthisscenario,onetagiscreatedinaﬁxedpositionandisidentiﬁed,anotheroneiscreated
inafartherpositionandisidentiﬁeduntilreachingthepowertagreceiverthreshold.Asaresult,
wegetagraphthatshowsthepowerevolutionaccordingtothetagposition.Scenarioexecution
stopswhenpowerthresholdisreached,sothetagcouldnotreceivemessagesfromafarther
position.
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2.7 Simulationresultsandinterpretations
Inordertogetsigniﬁcantresultsontheidentiﬁcationperformancesfordiﬀerenttagspopula-
tioni.e.identiﬁcationtime,numberofcolisions,andsignalattenuation;eachoftheprevious
scenariosisexecutedonethousandtimesleadingtoaverageresults.
2.7.1 RFIDﬁxedtagssimulation
TheRFIDﬁxedtagscenario(cf.section2.6.1)islaunchedfordiﬀerenttagpopulations1,10,
100,256,500and1000. Wegettheidentiﬁcationtimeandnumberofcolisionsduringthe
inventoryasshownintable2.4.
Tagpopulation 1 10 100 256 500 1000
Identiﬁcation 0.009 0.038 0.350 0.875 1.690 2.924
time(sec)
Numberof 0 2.425 19.05348.874 95.65 191.032
colisions
Table2.4:SimulationresultsfortheRFIDﬁxedtagscenario
Notethat,whenwedecreasethenumberofQueryRep(Figure2.7),theidentiﬁcationtime
decreasesrapidlyforsmaltagpopulations,from1.482sto75msfor100tags,andfrom2.174
sto400msfor500tags.Howeverthistimeincreasesrapidlyforlargetagpopulations,from2.9
sto5sfor1000tags.
2.7.2 RFID movingtagssimulation
TheRFIDmovingtagsscenario(cf.insection2.6.2)istestedfordiﬀerenttagpopulations1,
10,100,256,500and1000.Thisresultstheidentiﬁcationtime,thenumberofcolisionsandthe
numberoftagsthathavebeenidentiﬁed.
Themaximumnumberoftagsorthethresholdthatthereadercanidentifywiththeprede-
ﬁnedvelocityanddistancefromthereaderisaveryinterestingresult.Forexamplewhen1000
tagsareconﬁguredtobeidentiﬁed,thereadercouldnotidentifyalofthemasdemonstrated
intable2.5.
Notethat,whenwedecreasethenumberofQueryRep(Figure2.7),weobtainasimilar
observationasintheﬁxedtagsscenario(cf.2.7.1)butthistimeitismanifestinthereduced
numberofidentiﬁedtags.
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Tagpopulation 1 10 100 256 500 1000
Numberof 1 10 100 256 500 781,366
identiﬁedtags
Identiﬁcation 0.40 1.293 1.482 1.629 2.174 2.980
time(sec)
Numberof 0 0,154 12,7 53,697 97,825 152,206
colisions
Table2.5:SimulationresultsfortheRFIDmovingtagscenario
2.7.3 RFIDsignalattenuationsimulation
TheRFIDsignalattenuation(cf.section2.6.3)intendstostudytheevolutionofthepower
receivedbythetagaccordingtothedistancebetweenthetagandthereader.Figure2.13shows
thepowerattenuationrelativelytothedistancethatseparatesthetagfromthereader.
Figure2.13:Powerattenuationduringinventoryround
2.7.4 Interpretations
TheidentiﬁcationintheRFIDﬁxedtagsscenarioisveryfastasdemonstratedinFigure2.14,
around9mspertag.
Fromthepointof10tags,theidentiﬁcationtimeincreaseslinearly:38msfor10tags,350
msfor100tags,875msfor256tagsand1690msfor500tags.For1000tags,theslopeofthe
graphdecreasesslightly,ittakesonly2.924secthankstothechoosingQparameteralgorithm
whichismoreadaptedforalargetagpopulations(Figure2.1).
Inthemovingtagsscenario,theidentiﬁcationisslowerthanintheﬁxedtagsscenario.This
isduetothemobilityaspectoftagsandhastwocauses.First,tagsareatthebeginningout
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Figure2.14:Identiﬁcationtimeduration
oftheantenna’srange,soittakestimetogetintotherange.Second,whenwehavealarge
movingtagpopulations,theidentiﬁcationoftagsisdonegroupbygroup.Indeed,agroupoftag
populationsinthesameareaisreceivingcommandsSelectandQuery;inthesametime,another
groupdoesnotreceivethesecommandsbecauseitisoutoftheantenna’srange;whenitcomes
intotheantenna’srangeitdoesnotrespondtotheQueryRep/QueryAdjustsentbythereader
asitstil waitingforcommandsSelectandQueryforanewinventoryroundwhichproduces
morecolisionsforalargetagpopulationwhichconsequentlyincreasestheidentiﬁcationtime
asweilustratebelowintheanalysisofcolisions.
Asdeducedfromﬁgure2.11,thepaletisfulyinsidethereader’srangeafter1.57secandis
fulyoutoftherangeafter3.31sec.Theidentiﬁcationofonetagtakes0.40secastheduration
dependsonitspositioninthepalet.Ifatthehead,itisidentiﬁedquickly,ifattheend,the
readeriswaitinguntilthewholecontainergetsintobeidentiﬁed. Theidentiﬁcationisdone
smoothlyfor10,100,256,and500tags,buttheidentiﬁcationof1000tagsfailsduetothereader
havingnotenoughtimetoexchangeinformationwithalofthemwhentheyaremovingat1
m/sspeed.Only781tagsover1000aresuccessfulyidentiﬁed.
Anotherimportantresultabouttheidentiﬁcationqualityisthenumberofcolisionsfor
eachtagpopulation.AsshowninFigure2.15,thecolisionrateisaround20%ofthenumber
oftagpopulationsconﬁguredinitialyinthetwoscenarios.Forexample,for1000tags,weget
191colisions. Upto100tags,thenumberofcolisionsformobiletagsislowerthanforﬁxed
scenario.Thisdropcanbeexplainedbythemannerthatthereaderidentiﬁestags:whenthey
areﬁxed,thereadertriestoidentifyalofthematthesametime(inoneinventoryround).But
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whentheyaremoving,theyareidentiﬁedinmanyinventoryroundsi.e.groupbygroupoftags
assoonastheygetintoitsrange.Indeed,ifthenumberoftagsisnotlargeenough,theﬁrst
groupsoftagsareidentiﬁedandwhenlastgroupscomeintheantenna’srangetheﬁrstgroups
areoutoftheantennarangebecausethewidthofantenna’srangeissmalerthanthelengthof
thepalet.
However,for morethan100tags,wegottheoppositeobservation. Thisisduetothe
largenumberoftags. AlargegroupoftagsattheheadofthepaletisreceivingSelectand
Querycommand(aninventoryround)socolisionsarestiloccurringwhenanotherlargegroupis
gettingintotheantenna’srange,thentagsofthepreviousgroupstilintheantenna’srange,and
theenteringgroupsarereceivingSelectandQuerycommandtobeidentiﬁed(anewinventory
round),sothenumberofcolisionsintheresultinggroupisverylikelygreaterthanthatofthe
enteringgrouponly.Ifwecontinuethisreasoning,weguessthatthenumberofcolisionsand
theidentiﬁcationtimewillikelybegreaterformovingtagsscenariothaninaﬁxedtagsscenario
forlargertagspopulation.
Notethat,whentagsaremoving,onlyabout781tagsareidentiﬁed.Thisiswhyfor1000tags
thecolisionphenomenonismoresigniﬁcantthaninﬁxedtagsscenario(Figure2.15).
Figure2.15:Colisiondetection
Figure2.13showsthatthepowerleveldecreasesrapidlywhenthedistancebetweenthetag
andthereaderisintherangeof1to3meters.Forhigherdistance,thepowerdecreasesmore
slowly.
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A-14dBmtagsensitivityisdeﬁnedintheinitialconﬁgurationandthemodelimplementedin
thechannellayeralowsthecommunicationbetweenthetagandreaderupto6meters.
2.8 Conclusion
Inthischapter,wedescribedourns-3moduletosimulatetheuniversalstandardforlow-cost
RFIDsystemsEPCGen2.Itistheﬁrstsimulatorthatcanpredictidentiﬁcationperformances
inthisstandard.
Themainresultisthehighscalabilityofthisstandardi.e.theveryshortidentiﬁcationtime
forlargetagpopulations(2.924sfor1000ﬁxedtags),thusexcludinganyuseofthesymmetrical
keycryptographyinEPCClass-1Generation-2standardorinanyfuturescalablestandardsfor
low-costRFIDsystems.
Thismoduleismorerealisticthanexistingsimulatorsintheliteratureasitimplementsthe
mostcommonlyusedfunctionalitiesofEPCGen2withitseasyimplementadaptation.Thistool
isveryusefulfortuningadequateofEPCGen2systembeforerealdeployment,itcanbeusedin
manyresearchchalengesrelatedtoRFIDtechnologysuchasthesecurity,privacy,andhowto
speeduptheidentiﬁcationoflargetagpopulations.Itwilsoonbeavailableforfreedownload.
Thismodulecanbefurtherdevelopedtosimulateadvancedscenariosandtoreﬂectmore
realisticRFIDsystems.Forexample,anextstepcanbethedesignofalgorithmsfordynamic
adjustofreaderconﬁgurationinordertoacceleratetheidentiﬁcation,forexamplebyestimating
thenumberoftagstobeidentiﬁed.
Inthenextchapter,wefocusonthescalabilityinlow-costRFIDsystemsandweproposean
adaptationofNTRUpubliccryptosystemtoencryptlowdatacontentandascalableauthenti-
cationprotocolbasedonthisadaptation.
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Chapter3
Ascalablelattice-based
authentication
Inthischapter,weconsiderthescalabilityinlow-costRFIDsystemsandwepresentanadap-
tationofNTRUpubliccryptosystemforconstraineddevicesandnewscalableasymmetrical
authenticationprotocolbasedonthisNTRU’sadaptationspecialydesignedforlow-costRFID.
ThankstopropertiesofthepolynomialringinwhichNTRUoperateswehaveensuredthatthe
tagencryptslowdatacontentusingonlyadditionandrightcircularshifts.
Theproposedauthenticationprotocolguaranteesprivacy,highscalabilitylevelandlowimple-
mentationcomplexity.IttakesadvantagesofNTRUandHMACfeatures,andisresistanttoal
theclassicalsecurityattacksincludingreplays,tracking,maninthemiddleattacks,etc.
Thischapterisorganizedasfolows. Section3.1introducesworksrelatedtoRFIDscalable
authenticationschemes.Section3.2givesadescriptionoflatticeandNTRUcryptosystem.Sec-
tion3.4thendescribesourscalableasymmetricalmutualauthenticationprotocolandSection
3.5discussesitsrobustnesstosecurityandprivacythreats.Performanceissuesaspectsarealso
giveninSection3.6beforeconclusionsinSection3.7.
3.1 Related Works
Contrarytosecretkeycryptography(symmetric)thatrequiresthesecretsharingbetweentwo
communicatingentities,publickeycryptographypermitstwoentitiesthathavenevermetbe-
foretosecurelyexchangeinformationoveraninsecurechannel,andtomutualyauthenticate
themselves.Publickeycryptographyreliesontwokeys:apublickeywhichispubliclyknown,
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andaprivatekeywhichiskeptsecret,hencethenameasymmetricalkeycryptography.Thetwo
keysarerelatedbyamathematicalequationthatisdiﬃculttosolvewithoutbreakingahard
mathematicalproblemlikethefactorisationproblem.
ManypublickeycryptographytechniqueshavebeenproposedlikeRSA[47],Rabin[46],
Elgamal[13],elipticcurvecryptography(ECC)[39,34].RSA,ElgamalandRabinarewidely
usedtoday,theECCcanachievethesamesecuritylevelofRSAwithashorterkey,which
makesitsuitableforsmaldevices. Theasymmetricalkeycryptographyissuperiortosecret
keycryptosystemsinkeymanagementanditissuitableforlargescaledeployment,distributed
andopensystems. However,itrequiresahighercomputationaloverheadthansymmetrickey
cryptography.
Ithasbeendemonstratedthatitispossibletoimplementsomepublickeycryptosystems,
suchasNTRUandECC,onRFIDtags[5,7,16]. However,themostusedRFIDtagsare
ofverylow-costandtheycannotsupportthestandardpublickeycryptographybecauseofits
lowcapacityintermsofcomputation,memory,andpower,whichrequiresnewasymmetrical
approaches.Thistopicofresearchhasnotbeenmuchaddressedbyresearchers.Onlyfewones
havebeenproposedintheliterature. Peetersetal.[43],Batinaetal.[8],Kayaetal.[33],
Leeetal.[35]proposeRFIDauthenticationprotocolsbasedonelipticcurvecryptography,but
theyrequirethetagtoimplementscalar-pointmultiplicationsinthetagwhichisstilbeyond
currentcapabilitiesoflow-costRFIDtags.
InRabin[46]cryptosystem,theciphertextisthescareoftheplaintextcalculatedmodulo
acompositeintegern.Themodulocomputationismoreexpensivethansquarecomputationor
integermultiplication.Shamirproposesin[50]arandomizedvariantofRabinschemethatdoes
notrequiremodulocomputation,theideaistoaddamultipleofthecompositeintegerntothe
scareoftheplaintexttoobtaintheciphertext.Orenetal.showthatthisrandomizedversion
canbeimplementedinlessthan5000GEs[42].
Anothertypeofasymmetricalcryptographyisthecode-basedcryptographywhichisvery
lightweightintermofcomputationanditcanbeeﬃcientlyimplementedonhardwareasit
requiresonlysimplebitwiseoperations.However,itsshortcomingisthelargesizeofkeys,hun-
dredsofmegabitsatleast,whichmakesitbeyondcapabilitiesoflow-costRFIDtagsbecausethe
storageisthemostexpensivepartinthehardware.In[49],Sekinoetal.proposeacode-based
authenticationschemebasedontheNiederreiterpublickeycryptosystem[41]. Thescheme
reducesNiederreiterpublickeysize,butitisstiltoolargeforlow-costtags.
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3.2 LatticeandNTRUcryptosystem
3.2.1 Latticetheory
IfLisnon-emptypartofRn,soLisalatticeifandonlyifLisadiscreteadditivesubgroup.
Geometricaly,alatticeisarepeatingarrangementofpointsinEuclideanspace.Ifb1,b2,..,bk
arelinearlyindependentvectorsofRn,thenalatticeLgeneratedbyb1,b2,..,bkistheset:
L={ ki=1aibi|∀i∈{1,..,k},ai∈Z}
Figure3.1presentsanexampleof2dimensionallattice.
Figure3.1:Exampleof2dimensionallattice
Inalargedimensionlattice,naturalproblemsarisesuchasthesearchfortheshortestvector,
orthesearchforatheclosestpointtoagivenpoint.
TheShortestVectorProblem(SVP)GivenabaseBi.e.setofvectorslinearlyindependent
ofalatticeL,ﬁndthesmalestpossiblenonzerovectorofL,i.e.ﬁndv=0suchthat|v|is
minimal. Where|.|istheeuclideannorm,ifx=(x1,..,xn),then|x|=√<x,x>= ni=1x2i.
TheClosestVectorProblem(CVP)GivenabaseBofalatticeLandavectorw/∈L,ﬁnd
avectorv∈Lthatistheclosesttow,i.e.|v−w|isminimal.
TheSVPandCVPproblemsareknownasNP-hard.
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3.2.2 NTRUcryptosystem
NTRUisaprobabilisticpublickeycryptosystemproposedbyHoﬀsteinetal.[26],itisconsidered
assecurebythestandardsIEEE1363.1[3]andX9[4].NTRUisoneofthefastestpublickey
cryptosystems,itissuitableforsystemswhichcannotbeeasilyupdatedasdesignedforlong-
termdataprotection.
NTRUoperationsareperformedinthepolynomialring =Z[X]/(XN−1),whereNisa
positiveprime,deﬁningthedimensionofthering .NTRUdependsonthreeintegerparameters
(N,p,q)wherepandqarerelativelyprime,andfoursetsDf,Dg,Dr,Dmofsmalpolynomials
of .
3.2.2.1 Keygeneration
OnechoosesrandomlytwopolynomialsfandginDfandDg,respectively;suchthatfis
invertiblemoduloqandmodulop.Letfqbetheinverseoffmoduloqandfptheinverseoff
modulop,thepublickeyish=p∗g∗fq(modq),thecorrespondingprivatekeyis(f,g).
Notethat,generalytheinverseofasmalpolynomialisalargepolynomiali.e. withlarge
coeﬃcients,sothepublickeyhisalargepolynomial.
3.2.2.2 Encryption
FastencryptionofamessagewithNTRUincludesthreeoperations: Transformthemessage
m intoapolynomialofDm,randomlychooseapolynomialr∈Drandcalculatethecipher
e=r∗h+m(modq).
3.2.2.3 Decryption
Inknowingthevalueofein insteadof modq itispossibletoobtainthemessagemby
applyingareductionmodpbecausethepublickeyHisamultipleofp.However,thereduction
modqontheciphertexte=r∗h+m(modq)preventsasuchreductionbecausepandqare
relativelyprime.
Thatiswheretheprivatekey(f,g)comesin:calculatea=f∗e(modq)=p∗r∗g+m∗fmodq,
wherep∗r∗g+m∗fissmalbyconstruction,thismeansthatwecanobtainp∗r∗g+m∗fin .
Sonowwecanapplythereductionmodponp∗r∗g+m∗ftoobtainm∗f modpandthenthe
messagembecausefisinvertiblemodulop.
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3.3 Fromalatticepointofview
Keygeneration,encryption,anddecryptionprocessofNTRUcanbeseenfromalatticeper-
spective.
TheNTRUlatticeisLNTRU ={(u,v)∈ 2|u∗h−v=0(modq)},thislatticeiscreated
fromthepublickeyhsuchthattheprivatekey(f,g)isinthislattice.Indeed,ifwesuppose
thatthemultiplicationbypisdoneduringtheencryptionprocessi.e.h=g∗fq(modq),then
f∗h−g=0(modq).Thismeansthat(f,g)isinthelatticeLNTRU. Ontheotherhand,if
althecoeﬃcientsoffandgarein{−1,0,1},itislikelythat(f,g)istheshortestvectorof
LNTRU.InﬁndingtheshortestvectorofLNTRU,itiscertaintoﬁndtheprivatekey(f,g).
Theencryptionprocessistocreateapointwhichisnotonthelatticebutclosetoalat-
ticepoint:thelatticepoint(p∗r,p∗r∗hmodq)isslightlyoﬀsetbyadding(0, m)toobtaina
(p∗r,e=p∗r∗h+m(modq))whichisnotinthelattice.So,geometricalyNTRUdecryption
correspondingtoaCVPoverNTRUlattice.
3.4 Theproposedprotocol
OurprotocolisanasymmetricalprobabilisticmutualauthenticationbasedontheNTRUpublic
keycryptosystem[26].Aticietal. havedesignedin[5]anNTRU’sarchitectureforencryp-
tion/decryptionthatrequires10.8kgatefor(N,p,q) =(167,3,128),oursolutiondoesnot
dedicatesuchamountofresourcesfortheclassicaloperationsofNTRUonthetag,becauseal
complexoperationsofNTRUsuchasmodulararithmetic,polynomialsmultiplicationaredone
attheserverwhilethetagimplementsonlylightweightoperations.
Theproposedprotocolisspecialydesignedtosimultaneouslysupportprivacy(trackingresis-
tance),highscalabilitylevel,andsecurityprotectionatamoderateoperationaloverhead.
3.4.1 OuradaptationofNTRUtolow-costRFIDtags
ThepublickeycryptosystemNTRUhandlespolynomialsinthering =Z[X]/(XN−1)con-
sequently,althepolynomialsareofdegreelessthanN.
Anyelementfof isrepresentedby:
f=(f0,f1,..,fN−1)= N−1i=0 fixi
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Multiplicationinthering isaconvolutionmod XN −1.In ,theadditionoftwo
polynomialsisdonetermbyterm.However,thering iscyclic,thismeansthatamultiplication
byXisequivalenttorotatethecoeﬃcients:thecoeﬃcientofXibecomesthecoeﬃcientofXi+1
(andsincemultiplicationsaremodXN−1,themonomialXN isequalto1).Speciﬁcaly,this
convolutionworksasfolows:
Let’s(f,g)∈ 2theconvolutionproductdeﬁnedby:
(f∗g)(X)=N−1
i=0
hiXi,∀0≤k≤N−1,hk=
k
i+j≡k modN
figj
Iff isarightcircularshiftoffbyi-position,theproductf∗gistherightcircularshiftof
f∗gbyi-position.Indeed,arightcircularshiftoffbyi-positionisexactlyequaltoroti(f)=
Xi∗f mod(XN−1)whereXN∗f mod(XN−1)=f.
Sof∗g=Xi∗f∗gmod(XN−1)=Xi∗(f∗g)mod(XN−1)=roti(f∗g),then:
roti(f∗g)=roti(f)∗g (1)
Ifweaddf∗gtoitsright-shiftrotationbyi-position(1),weobtain:f∗g+roti(f∗g)=f∗g+
Xi∗f∗gmod(XN−1)=(f+Xi∗f)∗gmod(XN−1)=(f+roti(f))∗g,then:
f∗g+roti(f∗g)=(f+roti(f))∗g (2)
Eachcoeﬃcientofapolynomialin modqislessthanq,soitcanbewrittenonlog2(q−1)
bits. Then,eachrotationofr∗h modqbys−bit,wheresisa multipleoflog2(q−1),
correspondstothenewproductr∗hmodq,whererisarightcircularshiftofrbys−bit
(cf.Equation(1)),andeachr∗h+rots(r∗h)modqcorrespondstoanotherproductrs∗hmodq
wherers=r+r(cf.Equation(2)).So,ifthetaghasinmemoryr∗h(modq),itcanconstruct
easilyanrs∗handencryptsachalengembyaddingittors∗h.Thispointwilbelaterusedin
thischapter.
Notethat,inNTRUspeciﬁcations,risanysmalpolynomial,itscoeﬃcientscanbechosenin
{-1,0,1}or{0,1}tosimplifytheimplementationortoattainveryhighsecuritylevelaccording
totheimplementationstandard[1],[27].
Inourapproach,fewcoeﬃcientsofthispolynomial(rs)canbeequalto2or−2,suchmodiﬁcation
doesnothaveasigniﬁcantimpactonthesecurityofNTRU.Indeed,breakingtheprivatekey
isanSVPproblemintheNTRU’slatticeLNTRU={(u,v)∈ 2|u∗h−v=0(modq)}which
isindependentofthechoiceofr. Ontheotherhand,thedecryptionproblemcanbeseenas
aCVPproblem:thecipherofamessagem ise=r∗h+m (modq);thismeansthatthe
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vector(0,e)isclosetothevector(pr,pr∗hmodq)oftheNTRU’slattice. Moreprecisely,the
diﬀerencebetweenthetwovectorsis(pr,m)whichisbydeﬁnitionveryshort.Consequently,if
fewcoeﬃcientsofrareequalto2and/or−2,thediﬀerence(pr,m)betweenthesetwovectors
remainsveryshort. Then,foranattacker,decryptingaciphertextwithnoknowledgeofthe
privatekeyisstiladiﬃcultCVPproblemintheNTRU’slattice.
r∗h(modq) Designedbyr∗h
r∗h(modq) Designedbyr∗h
⊕ Exclusive-oroperator
HW(x) Hammingweightofx
rot(x,y) RightcircularshiftoverxbyHW(y)
rot−1(x,y) LeftcircularshiftoverxbyHW(y)
rot(x,Ky) RightcircularshiftoverxbyK timestheHW(y)
x Smalestintegernotlessthanx
Hkt() Hash-based MessageAuthenticationCode(HMAC)kt long-termsecretkey
x[0,s−1] thes-leastsigniﬁcantbitsofx
Table3.1:Notations.
3.4.2 Initialization
Eachtagisinitializedwitharandomlong-termsecretkeyktandtwosecretpolynomials(binary
vector):anidentityid∈Dm thatisuniqueattheback-end,andapolynomialr∗hcalculated
moduloqin whererisrandomlygeneratedinDr.Theback-endstoresonlyoneprivatekey
(g,f)toauthenticatealtags,andanidforeachtag.
3.4.3 Description
Asdescribedinﬁgure3.2,basedonthenotationsgiveninTable3.1,whenthetagisqueried,
itreadsthepre-computedvalueM,itcalculatesM =Hkt(M),rt=M[0,s−1]anditconstructs
an-bitbinaryvectorm =B2P(M),whereB2P:{0,1}N→Dm convertsasequenceofbits
intoabinarypolynomialwhereeachcoeﬃcientiswritteninn= log2(2q−1),andn=
log2(2q−1)N.
Notethat,m∈Dm aseachofitscoeﬃcientsisin{0,1}.Thenthetagreadsthepre-computed
valuer∗handcalculatesrs∗h=r∗h+rot(r∗h,log2(q−1)rt)andreplacesr∗handM with
rot(r∗h,log2(q−1)rt)andHkt(M)respectively. Notethat,eachcoeﬃcientofrs∗hisless
than2q−1,thisiswhyeachcoeﬃcientofmandrs∗hiswritteninlog2(2q−1)bits.
Afterthat,thetagcalculatesandsendsbacktoreadere1=rs∗h+m.Notethat,iftheprevious
authenticationattempthasbeensuccessfulyachieved,initspolynomialform,e1canbewritten
ase1=rs∗h+m=(XHW(rt)+1)∗r∗h+mmod(XN−1)(cf.section3.4.1).
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Ifthereisoneormorefailedpreviousauthenticationattempts,initspolynomialform,e1can
bewritten:
e1=(Xi+Xj)∗r∗h+mmod(XN−1),(i,j)∈N2 (3)
Assuch,thetagonlydoestwosumoperationsoffourbinaryvalues,fewxoroperations,some
rightcircularshifts,oneHMAC.
Reader/back-end Tag
hello−→ ﬁndr∗h,kt,M,compute
M←Hkt(M),m=B2P(M),rt=M[0,s−1],rs∗h=r∗h+rot(r∗h,log2(q−1) rt)
decrypte1(modq),getm e1←− e1=rs∗h+m,r∗h←rot(r∗h,log2(q−1) rt)
pickarandomr∈Dr,compute
e2=rot(rs∗h,rs∗h)⊕(r∗h)
ande3=HM(r∗h) e2,e3−→ getr∗h=e2⊕rot(rs∗h,rs∗h),verifye3,compute
rs∗h=r∗h+rot(r∗h,log2(q−1) M),
getid=(e4−rs∗h)⊕m e4←− e4=rs∗h+id⊕m,r∗h←r∗h
Figure3.2:Theproposedprotocolforp=2
Uponreceivingthetag’sresponse(e1),thereader/back-endcalculatesanddecryptse1(modq)
toretrievem.Notethat,e1(modq)isavalidNTRUciphertext.
Thatis,e1(modq)iscomputedbythereaderaseachcoeﬃcientofe1isatmostequaltoq−1:
eachcoeﬃcientofm isin{0,1}andeachcoeﬃcientofrs∗husedinthecomputingofe1is
between0andq−1(becauseeachcoeﬃcientofr∗hisbetween0andq-1).
Thereader/back-enddecryptse1(modq)usingthesecretkey(g,f)toretrievem.Itthen
generatesrandomlyapolynomial(n−bitpseudo-randomsequence)r ∈Drandcomputes
r∗h(modq)in ,e2=rot(rs∗h,rs∗h)⊕(r∗h),ande3=HM(r∗h).Thenthereader/back-end
sendsthesevaluestothetag.Uponreceivinge2,thetagretrievesr∗hasr∗h=e2⊕rot(rs∗h,rs∗h),
itauthenticatestheback-end/readerbycheckingthecorrectnessofe3,whichauthenticates
r∗h,itcanbegeneratedonlybythelegitimatereaderthankstoHMAC.Ife3iscorrectthe
reader/back-endisauthenticated. Otherwisethetagabortsthesessionconcludingthatthe
readerfailedtodecrypte1correctly.
Ifreader/back-endisauthenticated,thetagsendsbacktoreadere4=rs∗h+id⊕m,where
rs∗h=r∗h+rot(r∗h,log2(q−1)M),andreplacesr∗hwithr∗h. Notethat,similarlyto
Equation(3)andfromthedescriptioninsection3.4.1,initspolynomialform,e4canbewritten:
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e4=(XHW(M)+1)∗r∗h+m⊕idmod(XN−1) (4)
Letidtempthebinarypolynomialdeﬁnedbyidtemp=m⊕id,thismeansthatidtempi=mi⊕idi,
where0≤i≤N−1.
Thetag’snextauthenticationsessionisexecutedwiththenewvaluer∗h.
Tocounteractreplayattacks,thereaderretrievesthetag’sidentitybyid=(e4−rs∗h)⊕m
andnotbythedecryptionofe4modq usingtheprivatekey(f,g)whichalowsreaderto
personalizeeachsession.
Notethatthereader/back-endcanauthenticateatagwithoutknowledgeofthetag’sidentity.
Thisfeatureisverymuchinterestinginsomeapplications,specialyinsupplychains. Oﬀ-line
authenticationofatag(withnoexchangeswithacentraldatabase)ismadepossibleasthesame
privatekey(f,g)isusedforeverytag.
3.4.4 Roamingsupport
Inter-domainauthenticationoftags,especialyinthesupplychainenvironmentisnotwel
investigatedintheliterature.
Ourproposedprotocolcanbeextendedtosecurelysupporttheinter-domaintagauthentication.
Justbeforemovingtoanotherdomain,thelastauthenticationtothedomainleadstothetag
beingupdatedwiththenextdomainpublickeyh.
Thisownershiptransferisverysimplebutitrequiresaminimumlevelofmutualreliancebetween
supplychainpartners. Schemesthatarespecialydesignedtoownershiptransferhavebeen
proposedin[14,37,40].
3.5 Securityandprivacyanalysis
Theresistanceofourprotocolagainsttheclassicalsecurityattacksisdirectlyderivedfromthe
propertiesofNTRUandHMAC.
Inthefolowinganalysis,weonlyconsidervulnerabilitiesoverthereader-tagchannel. The
channelsbetweenthereaderandtheback-endareconsideredassafeasbothequipmentshave
computingandbatteryresources,theyareunderthesameadministrativedomainandtheycan
implementanysecurityprotocols.
TheattackerisassumedbehavingaccordingtotheDolev-Yaomodel,i.e.havingfulcontrol
overthewirelesschanneltoreplay,modifyandstoreexchangedmessages(cf.Section1.2).
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3.5.1 Resistancetoreplayattaks
Foreachauthenticationsession,tagandreader/back-endgeneratesnewpseudo-randomvalues
m,rs∗handr∗h,thusmakingmessagesrandomized(personalized)foreachsession.
Areplayattacktothereaderisunlikelytooccur,asthereader/back-endisassumedimple-
mentingagoodpseudo-randompolynomialgenerator,sotheyareunlikelytogeneratethesame
r∗h.
Areplayattacktothetagcanonlybesuccessfuliftheattackerpreventsthetagfromreceiving
(e2,e3)(e.g.bytransmittingajammingsignal)andthetaggeneratesthesamesequencesm
andrs∗hinthenextauthenticationattempt.
TheprobabilitythisattackissuccessfulisnegligiblethankstoHMACandtheconstruction
methodofrs∗h,however,asdiscussedinthedesynchronizationattack,incaseofsuccess,it
doesnotleadtoanydesynchronizationbetweentagandreader/back-end.
3.5.2 Resistanceto maninthe middleattacks
Theaimoftheattackeristobeauthenticatedasalegitimatetagorreader. Wehavedemon-
stratedthat,theattackercannotbreakNTRUusingthemodiﬁcationthatwehaveintroduced
onthechoiceofr(cf.section3.4.1).
Supposethattheattackerispassiveandhewantstobeauthenticatedasalegitimatetag,
hehastoproduceavalidmessagee4ortoretrievethetagsecretidentityid.
It’sclearthattheattackercannotproduceavalide4fromthepreviouslyexchangedmessages
betweenthetagandreadersbecauseanymodiﬁcationinaprevioustag’sresponsee1wilbe
detectedintheattacker’sresponsee4thankstotherandomvaluer∗hgeneratedbythereader
itself.Ontheotherhand,theattackercannotretrievetheidentityofthetagbecausehecannot
breakNTRU.
Iftheattackerisactive,hewiltrytotakeadvantageofthefactthatthenumberofrs∗h
betweentwolegitimateauthenticationsessionsislimited.
Toretrievetheidentityofthetagid,hemustﬁrstﬁndthepseudorandomvaluem orr∗h
(initialvaluesassignedtothetagduringthepreviousmutualauthenticationsession).Forthis,
hequeriesthetagbetweentwolegitimatemutualauthenticationsessions.Hehastoretrievethe
polynomialm(k)−m(i)foraspeciﬁckandseveraliinordertoﬁndm(k)andr∗h,wherem(j)
correspondstothemofthej-thauthenticationattempt(attacker’squery).Indeed,eachm(j)is
smalpolynomialwithcoeﬃcientsin{0,..,p−1},soifp=2,m(j)isabinarypolynomial,this
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meansthatiftheattackerﬁndsaspeciﬁckandsomem(k)−m(i)forseverali,hecandeduce
somecoeﬃcientsofm(k)whenm(k)l andm(i)l,l=1,..,N−1arediﬀerentandhecanproceeds
bybruteforceattacktogettherestofcoeﬃcientsofm(k),thenhegetsrs(k)∗h,m(k+1),etc.
andproceedsbyanotherattacktodeducer∗hbecausefromtheEquation(3)it’sclearthat:
r∗h=e1(k)−mkXi+Xj modXN−1,(i,j)∈〚0,N-1〛2
Notethat,wecansupposethat(i,j)∈〚0,N-1〛2thankstocalculationwithmod(XN −1).
However,thisattackcannotbeperformedastheattackercannotretrieveforaspeciﬁckand
severali,m(k)−m(i).Indeed,supposethattheattackerbeginshisattackasdescribedabove,
thetagrespondstothei-thandto(i+1)-thattackerquerieswithe1(i)=Xki∗r∗h+Xki−1∗r∗h+
m(i)mod(XN−1),ande1(i+1)=Xki+1∗r∗h+Xki∗r∗h+m(i+1)mod(XN−1),respectively(cf.
Equation(3)),whereXN∗r∗hmod(XN−1)=r∗h,and(ki−1,ki,ki+1)∈N3.So,
e1(i+1)−e1(i)=(Xki+1−Xki−1)∗r∗h+m(i+1)−m(i)mod(XN−1) (5)
Supposethattheattackerwantstoobtainthevalueofm(i)frome(i−1),e(i),ande(i+1).Thanksto
calculationwithmod(XN−1)andtosimplifythereasoningwecanwriteki= ij=1HW(rt(j)),
thenki+1−ki−1=(HW(rt(i+1))+HW(rt(i))). Toretrievem(i+1)−m(i)theattackershould
eliminatetheterm(Xki+1−Xki−1)∗r∗hintheEquation(5),thisispossibleonlyifki+1equal
toki−1orifeachofki+1 andki−1isamultipleofN. However,thisisunlikelytooccuras
ki+1=ki−1meansthatthetaghasgeneratedsuccessivelytwonulvaluesofrtbutthisscenario
isunlikelytooccurbecauseHMACgeneratesgoodpseudorandomsequences. Ontheother
hand,thevalueofsischoseninsuchawaythatki+1andki−1areneveramultipleofNinthe
sametime,inotherwordski+1−ki−1=(HW(rt(i+1))+HW(rt(i)))islessthanN,soscanbe
chosensuchthatitslengthislessthanN/2. Thentheattackercannotretrievem(i+1)−m(i)
andm(i)−m(i−1)totrytheattackdescribedaboveonm(i).
However,let’swthenumberofalpossiblevaluesofanrs∗hderivedfromoner∗h(initialy
assignedtothetagbythereader/back-end)betweentwolegitimateauthenticationsessions,it’s
clearthatw=N+N−1+N−2+..+N−(N−1).Then,w=N2− N−1i=1 i=1/2(N2+N),
forN=251,w=31626.Consequently,iftheattackerqueriesthetagmorethanwtimes,there
wilcertainlybee1(u1)ande1(v1)usingthesamers∗h,sofromtheEquation(3)wededuce:
e1(u1)−e1(v1)=m(u1)−m(v1),(u1,v1)∈〚1,w〛2 (6)
Notethat,theattackercannotaccuratelydeterminee1(u1)ande1(v1).Iftheattackercontinues
toquerythetag(beforethenextmutualauthentication),therewilbee1(u2)ande1(v2)such
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thate1(u2)−e1(v2)=m(u2)−m(v2). However,andthankstoHMACitislikelythateachof
m(u1),m(u2),m(v1)andm(v2)isdiﬀerentfromeachother.Ifwecontinuethisreasoningwenote
thattheattackerisnotabletoﬁndinreasonableperiodoftimeforaspeciﬁck,severalisuch
thate1(k)−e1(i)=m(k)−m(i)mod(XN−1).Assuchtheattackercannotretrieveeithermor
r∗h.
Theattackercannotproceedbythepreviouslydescribedattack(cf. Equation(6))on
the messagee4inordertoretrieveid⊕m orr∗hbecauser∗hchangesforeache4. How-
ever,thetagnextauthenticationsessionwilbeexecutedwithr∗hwhichhasbeengenerated
bythereaderintheprevioussession(sessionk),sooncethesessionkissuccessfulycom-
pletedandbeforethenextmutualauthenticationsessionhappens,theattackercanstartto
querythetag.Ifhequeriesthetag morethan1/2(N+N2)theremaybe e1(l)suchthat
e1(l)=(XHW(M(k))+1)∗r∗h+m(l)mod(XN−1)(cf. Equation(4)),then:e1(l)−e4(k)=
m(l)−m(k)⊕id,(k,l)∈ N2(cf.Equations(6)).Evenifheﬁndstherighte1(l),it’sclearthat
hecannotretrievetheidentityofthetagidfromthisequation(hedoesnotknoweitherm(k)
orm(l)).
Ameansofincreasingthenumberofrs∗hthatthetagcangeneratebetweenmutualauthenti-
cationsessions,istostoreseveralvaluesr∗honthetaginsuchawaythatthetagusesrandomly
oneofthemineachauthenticationattempt.
Ontheotherhand,theidentityofthetagisencrypted(cf. Equation(4))insuchaway
thatthemultipletransmissionattacksonNTRUisavoided.Indeed,ifthesamemessagemis
transmittedmanytimesusingthesamepublickeyh,butwithdiﬀerentrandomr’s,theattacker
wilbeabletoretrievealargepartofthemessageNTRU[26]. Tocounteractthisattack,we
encryptine4,id⊕minsteadofthestaticidvalue,asid⊕misdiﬀerentfromoneauthentication
sessiontoanother.Assuch,ourprotocolisresistanttomaninthemiddleattacks.
3.5.3 Taganonymityandresistancetotracking
Theproposedprotocolsupportsasuﬃcientlevelofprivacyforlow-costRFIDsystems. Two
scenariosariseaccordingtowhethertheattackerispassiveoractive.
Iftheattackerispassive,i.e.hecannotquerythetagbuthecaneavesdropcommunications
betweenthetagandlegitimatereaders. Hecannottrackthetagasthemessagesexchanged
overthewirelesschannelbetweenthetagandthereaderarerandomizedineachauthentication
sessionthankstom,r∗h(cf.Equation(4)).
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Iftheattackerisactive,i.e.hecanquerythetag. Theprivacyisalsoguaranteedasthe
tagresponde1=rs∗h+misrandomizedineachattacker’srequestthankstotheconstruction
methodofrs∗handHMAC.Indeed,theattackercannottrackthetagbetweentwomutual
authenticationsessionsbytryingtodistinguishthespeciﬁcr∗husedbythetagbecausein
e1(i)=(Xki+Xki−1)∗r∗h+m(i)mod(XN−1),(i,j)∈ N2(cf.Equation(3))theattacker
cannotobtaininformationaboutspeciﬁccoeﬃcientsofr∗hthatalowshimtotrackthetag.
However,thisprotocoldoesnotsupportahighprivacylevelbecausethenumberofrs∗h
betweentwomutualauthenticationsessionsislimited. Onesolutionistostoreseveralvalues
rs∗honthetag,sothatthetaguseoneofthemineachauthenticationattempt.
3.5.4 Resistancetodesynchronizationattacks
Theattackercantrytomakethetagandreader/back-endoutofsynchronizationbyactingas
anactivemaninthemiddleattacker,modifyinge2inordertoprovidetothetaganinvalidvalue
ofr∗h,thismodiﬁcationwilbenecessarilydetectedintheHMACvaluee3=HM(r∗h)that
guaranteestheauthenticityofr∗hbecauseM knowonlytothetagandthereaderwhichhasthe
privatekey(g,f)thatalowsdecryptionofe1(theciphervalueofM (orm)).Indeed,suppose
that,theattackerhasmodiﬁedthebitatindexkofe2,withe20beingtheleastsigniﬁcantbitof
e2.Hecannotproduceavalidvalueofe3becausehedoesnotknowthevaluesofM (orm)and
r∗hthatmustbeusedinthisHMACcalculation.Thentag-reader/back-endsynchronisation
isguaranteed.
3.6 Performanceevaluation
Theproposedprotocolisdesignedforlow-costRFIDtags. Althecomplexoperationssuch
aspolynomialmultiplicationsoverring,randompolynomialgenerationinDr,computationof
modulo,etc.aredoneattheserver.
Letn= log2(q−1)N,thetagonlyrequirestostoreabout2N+n+128bitsandtosupport
lightweighthashfunctionlikePhoton[25]orKeccak[32].
ThecomputationsbythetagarelimitedtotwoHMACvalues,andanaverageofabout
log2(q−1)(N+S/2)bitewiserightcircularshift,additionoffourpolynomials,andn+N
bitwisexoroperations.Ontheotherhand,thereader/back-endimplementsrightcircularshift
operator,andtwoNTRUalgorithmstoperformoneencryptionandonedecryptioneachonewith
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acomplexityofonlyO(N2). Moreover,thereader/back-enddoesnotrequireanyexhaustive
searchinkeystoauthenticateatag.
3.7 Conclusions
Inthischapter,wepresentedanadaptationofNTRUforlow-costRFIDtag,andalightweight
mutualauthenticationprotocolbasedonthisadaptation.
ThissolutionsatisﬁesthesecurityandprivacyrequirementsforRFIDsystems.Itbeneﬁtsfrom
theNTRUfeatureslikehighsecuritylevel,andfastencryptionanddecryption.Itprovides
remarkablepropertiessuchasstrongscalabilityanduntraceability,andresistancetoknown
classicalsecurityattacks.
Theproposedsolutioncanbeimplementedeﬃcientlyintolow-costtags,astagsareonlyrequired
toimplementalightweighthashfunction,andbit-wiseoperationsinGF(2).
Inthenextchapter,wefocusonzero-knowledgeidentiﬁcationinlow-costRFIDsystems,andwe
presentacoupon-basedzero-knowledgeidentiﬁcationprotocolbasedonGPSandrandomized
GPSidentiﬁcationschemes.
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Chapter4
Zero-knowledgeidentiﬁcation
Inthischapter,weconsiderthezero-knowledgeidentiﬁcationinlow-costRFIDsystemsi.e.
whenthetag(prover)convincesthereader(veriﬁer),itholdsthesecretinformationwithout
revealinganyinformationthereon. Weproposetwozero-knowledgeapproachesbasedonGPS
andrandomizedGPS.Theproposedapproachesconsisttostoreintheback-endprecomputed
valuesintheformofcoupons.
Theideasaretwofold. First,thecouponsarestoredonlyontheback-endandnotonthe
tag,sotheGPS-basedvariantprotocolcanbeprivate,thenumberofcouponscanbemuch
higherthaninotherapproachesthusleadingtohigherresistancetodenialofserviceattacks
forstillow-costtags,andconsumedcouponscanbeeasilyreplacedwithnewones.Second,
forauthenticatingtothereader,thetagonlyneedssimpleintegeroperations:oneortwo
pseudorandomnumbergenerationsandtwoorthreesimpleintegeroperationsaccordingto
thevariant(GPSorrandomizedGPS).Assuch,theimplementationcanbedoneinlessthan
1000gateequivalents(GEs).
Thecomputationandstoragecapacityrequiredontheserverremainsreasonable.Thisapproach
isdemonstratedtoberobustagainsttheclassicalsecurityandprivacyattacksperformedover
thewirelesschannel.
TheproposedapproachtakesadvantagesoftheGPSscheme,whichisresistanttotheclassical
securityattacksincludingreplays,tracking,maninthemiddleattacks,etc.
Weﬁrstintroduceworksrelatedtozero-knowledgeidentiﬁcationinRFID,GPSandrandomized
GPSschemesinSection4.1. ThenwedescribeinSection4.2theproposedapproachesand
Section4.3discussestheirrobustnesstosecurityandprivacythreats.Performanceissuesaspects
arealsogiveninSection4.5beforeconclusionsinSection4.6.
44
4.1 Related Works
4.1.1 Zero-knowledgeidentiﬁcation
Themostwidelyusedauthenticationprocesstodayisbasedonasecretsharingbetweenthe
entitytobeauthenticated(theprover)andtheveriﬁerentityasdemonstratedinFigure1.2.
Theidentityisprovedbythesecretaspectofinformationmakingitcritical,becauseifathird
entitysuccessfulygetsthesecretinformation,itcanimpersonatethelegitimateprover.
Theconﬁdentialityofsecretinformationcanberelativelywelpreservedinarestricted(closed)
environment.However,itbecomesmuchmoreproblematicinopensystemssuchassomeRFID
applications.Inaddition,thereisnoguaranteethattheveriﬁerisnotmaliciouse.g.whenan
RFIDtagmovesamongmanyuserswhocannotbeidentiﬁedaheadoftime.
Theseissuesofconventionalauthenticationschemeshaveleadtozero-knowledgeschemeswhich
arespecialcasesofinteractiveproofsinwhichanentity,theprovermustconvincetheveriﬁer,
itholdsthesecretinformationwithoutrevealinganyinformationthereon.
Azero-knowledgeidentiﬁcationschememustsatisfythreefundamentalproperties:
•Completeness:iftheproverandtheveriﬁerarehonestthentheveriﬁeralwaysacceptsthe
proof.
•Soundness:iftheproofisfalse,theprobabilityofcheatinganhonestveriﬁerisverylow.
•Zero-knowledge:theveriﬁerisnotabletodrawanyinformationaboutthesecretofthe
prover.
Azero-knowledgeidentiﬁcationschemeisgeneralythreepassesandoneormorerounds.This
meansthatineachround,threemessagesaretransmittedbetweentheproverandtheveriﬁer;
commitment,chalenge,andresponseasilustratedinFigure4.1.
Prover(Tag) Veriﬁer(Reader)
computecommitment commitment−→ choosechalenge
computeresponse challenge←−
response−→ checkresponse
Figure4.1:Zero-knowledgeidentiﬁcationscheme
Manyzero-knowledgeidentiﬁcationschemeshavebeenproposedsuchasFiat-Shamir[17],
Guilou-Quisquater[24],Stern[51],Schnorr[48],andGPS[21]protocols.
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Thebest-knownandmosteﬃcientonesintermsoftransmissionareGuilou-Quisquaterand
Schnorrschemeswhicharebasedonthediﬃcultyoffactoringandthediscretelogarithmprob-
lem;respectively.
Thebestexampletoilustratethefundamentalideasofzero-knowledgeproofswaspublished
byQuisquateretal.intheirpaperentitled”Howtoexplainzero-knowledgeprotocoltoyour
children”[45]whichprovidesverysimpleexplanationsbasedonthestoryof”AliBabaandthe
FortyThieves”.
AsilustratedinFigure4.2,theforkedcaveofAliBabaconnectedatbothendsAandBbya
secretpassagethatcannotbeusedwithoutmagicword.
Figure4.2:Thecavescheme
Theproverwouldliketoconvincetheveriﬁerthatheknowsthemagicword,buthedoesnot
wanttorevealthemagicwordtotheveriﬁer.Todothis,theyexecutethefolowingprotocol:
•TheprovergetsintothecaveandtakesplaceattheextremityeitherAorB,forexample
byﬂippingacoinorrolingadie. Theveriﬁerisnotalowedtoseewhichpassagethe
veriﬁertakes.
•TheveriﬁergetspositioninthecaveatCanddemandstotheprovertoreturntoCfrom
thepassageAorBchosenatrandom.
•TheprovercomestoC,ifhecan,alongthedesiredpassage.
Thechanceofsuccessofamaliciousprovertocomefromthedesiredpassageis1/2.
Iftheprovercomesfromthewrongpassage,theveriﬁerconcludesthattheproverismalicious.
Otherwise,hestartstobelievehim.Hecanthendeclarehimselfsatisﬁedandstoporcontinue
tostrengthenhisfaithintheprover.
Byrepeatingthisprotocolfortytimes,thechanceofsuccessofamaliciousproverisonlyone
chanceinamilionmilion.
So,iftheproverknowsthemagicword,hecomethroughthepassage(AorB)chosenbythe
veriﬁer.
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4.1.2 Lightweightzero-knowledgeidentiﬁcationforRFID
Thenonsecretsharingbetweentheproverandtheveriﬁerinzero-knowledgeschemesisvery
importantinmanyRFIDapplicationswheretheinterrogatorofanRFIDtagcannotbeidentiﬁed
aheadoftimeforexampleduetothemobilityaspectsofRFIDtagslikeinasupplychain.In
otherwords,thereisnoguaranteethatthetag’sinterrogatorisnotmalicious.However,zero-
knowledgeidentiﬁcationschemesrequirementsintermsofnumberofroundsand/orresources
(computationandenergy)arebeyondcapabilitiesoflow-costRFIDtags.
Lightweightzero-knowledgeapproacheshavenotbeenmuchaddressedbyresearchers,only
fewapproacheshavebeenproposedintheliterature.
Tothebestofourknowledgeoneofthemostsuitablezero-knowledgeschemesforRFIDtagsis
thestorage-computationtrade-oﬀapproachofthefamousGPSscheme[21]proposedbyGirault
[19],buttherequiredstoragecapacityonthetagforamoderatesecuritylevelisstilbeyond
currentcapabilitiesoflow-costRFIDtags.
TheGPSscheme[21]namedafteritsauthorsGirault,PoupardandStern,isalightweight
variantofSchnorrschemewhichrequiresonescalar-pointmultiplication(elipticcurvevariant)
andmodularreductioninproverside,whileGPSrequiresonlyonescalar-pointmultiplication.
TheelipticcurvevariantofGPSschemeisilustratedinFigure4.3.
GPSisnowstandardizedbytheinternationalstandardISO/IEC9798-5[30],anditislistedin
theﬁnalNESSIEportfolio[28].
parameters:(EC,+)anelipticcurve
PapointofEC
A,BandSthreeintegerssuchthatA B.S
Secretkey:s∈ [0,S[
Publickey:V=−sP
Tag Reader/Back-end
chooser∈R [0, A[,computeX=rP X−→ choosec∈R [0, B[
checkc∈[0, B[ c←−
computey=ri+s×c y−→ checky∈[0,A+(B−1)×(S−1)[,
andyP+cV=X
Figure4.3:ElipticcurvevariantofGPS[21]
However,theGPSschemecannotsupporttheprivacyevenifthetagdoesnotsendback
itspublickeytoreaderbecauseiftheattackerinterrogatesthetagusingthesamechalengec
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hecancalculateyP−X=c(sP)whichisaconstantcharacterizingeachtag.So,amalicious
traceabilityofthetagismadepossible.
In[9]Bringeretal.proposeaprivatevariantofGPSentitledrandomizedGPSasdemon-
stratedinFigure4.4. ThediﬀerencewiththeoriginalGPSisthatrandomizedGPSrequires
twoscalar-pointmultiplicationsinsteadofoneintheGPSscheme. Thecomputationofthe
additionalelipticcurvepointX fromtheveriﬁerpublickeyU=tPensuresthatonlythe
veriﬁerwhohastheprivatekeytcanmaketheveriﬁcation.
parameters:(EC,+)anelipticcurve
PapointofEC
A,BandSthreeintegerssuchthatA B.S
Tagsecretkey:s∈ [0,S[ Readersecretkey:t
Tagpublickey:V=−sP Readerpublickey:U=tP
Tag Reader/Back-end
chooser,r∈R [0, A[,
computeX=rPandX =rU X, X−→ choosec∈R [0, B[
checkc∈[0, B[ c←−
computey=r+r+s×c y−→ checky∈[0,2A+(B−1)×(S−1)−1[,
andc−1(yP−X−t−1X )=−V
Figure4.4:ElipticcurvevariantofrandomizedGPS[9]
However,GPSandrandomizedGPScannotbeimplementedonlow-costRFIDtagsdueto
thesigniﬁcantrequiredresourcesforscalar-pointmultiplication.
In[19],GiraultproposesaGPSbasedstorage-computationtrade-oﬀ(nextreferredtoas
GPSwithcouponsforshort). AsdescribedinFigure4.5,thisapproachconsistsinstoringn
couponsofpairsofnumbersri,xi(orinstoringonlyxiifriisregeneratedondemandlocaly)for
0≤i≤n−1onthetagwiththetag-speciﬁcrandomsecretkeys.Inthiscase,thecomputation
bythetagislimitedtoy=ri+s×c. However,thisadaptationdoesnotsupportamoderate
securitylevel. Anattackercanmakeadenialofserviceattackbyinterrogatingthetagmore
thanttimesbecausethenumberofcouponsstoredonthetagislimitedforcostreasons.
Notethat,thestoragecapacityisthemostexpensivepartofthehardware,sothenumberof
couponsisparticularlylimited. Moreover,GPSwithcouponsinheritstheproblemofprivacyof
GPS.
TheGPSwithcouponshasbeenwidelystudiedintheliteratureanddiﬀerentimplementations
havebeenproposed[20],[44].In[38],McLooneetal.proposeanimplementationthatrequires
48
only1000GEsinlessthan150clockcyclesusingchalengeswithalowHammingweight.
parameters:(EC,+)anelipticcurve
PapointofEC
A,BandSthreeintegerssuchthatA B.S
Secretkey:s∈ [0,S[
Publickey:V=−sP
Tag Reader/Back-end
Couponpre-computationwithPRNG
For0≤i≤n−1
Letri=PRNGk(i)whereri∈ [0, A[
Setxi=hash(riP)
Storecouponxi
Protocolusingon-tagPRNG
atroundifetchxi xi−→ choosec∈R [0, B[
checkc∈[0, B[ c←−
computey=ri+s×c y−→ checky∈[0,A+(B−1)×(S−1)[,
andhash(yP+cV)=xi
Figure4.5:ElipticcurvevariantofGPSwithcoupons[19]
4.2 Theproposedidentiﬁcationapproaches
Theproposedapproachesarestorage-securitytrade-oﬀsvarietiesofGPSandrandomizedGPS
specialydesignedforlow-costRFIDtags. ThemainadvantageofourapproachesoverGPS
withcouponsisthattheprivacyoftheproposedGPS-basedapproachcanbeguaranteedand
thefactthatthestorageoverheadissupportedbytheback-endandnotthetag.Thereforethe
numberofcouponscanbehundredtimesormorethenumberofstoredcouponsoftheGirault’s
approach(GPSwithcoupons)whilereducingthecostofthetags.
Inourapproaches,tagsareonlyrequiredtoimplementadeterministicpseudorandomnumber
generator(PRNG)witharandomsecretseed(asinGPSwithcoupons)andsimpleinteger
operations(additionandmultiplication),tostoreonerandomsecretkeys.
Notethatforeachtag,thecouponsstoredontheback-endarecalculatedbyathirdparty-for
example-usingthesamePRNGasonthetagandwiththesamerandomsecretseed.
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4.2.1 GPS+:theGPS-basedapproach
Thereaderimplementstheelipticcurvescalar-pointmultiplicationandstoresforeachtagits
publickeyV=−sPanditsncouponsriP(commitments)for0≤i≤n−1.
AsdescribedinFigure4.7,upondetectingthetag,thereadergeneratesandsendsbacktothe
taganewchalengec∈[0,B[.
Uponreceivingthereader’schalenge,thetagchecksthatc∈[0, B[andre-generatesanew
pseudorandomvalueri∈[0,A[where0≤i≤n−1;itcalculatesandsendstothereaderthe
responsey=ri+s×c. Assuch,thetagonlydoesonepseudorandomvaluegeneration,one
multiplicationoftwointegers,andoneadditionoftwointegers.
Werecalthatthetagusesadeterministicpseudorandomvaluegeneratorwitharandomsecret
seed.
Thereader/back-endsearchesinitsdatabaseforapublickeyVsatisfyingbothyP+cV=
(ri+s×c)P−c(sP)=riPandthematchingoftheresultingriPwithacoupon(commitment)
associatedtothepublickeyofthetag(theresultisinthedatabaseDB).Ifsothetagisidenti-
ﬁed.Otherwisetheback-end/readerabortsthesessionconcludingthatthetagisilegitimate.
parameters:(EC,+)anelipticcurveofprimeorder(160-bitatleast)
PapointofEC
A,BandSthreeintegerssuchthatA B.S
Secretkey:s∈ [0,S[
Publickey:V=−sP
Tag Reader/Back-end
Couponpre-computationwithPRNGforback-end
For0≤i≤n−1
Letri=PRNGk(i)whereri∈[0, A[,
SetXi=riP
Storecoupon<Xi>inthedatabase(DB)
Protocolusingon-tagPRNG
checkc∈[0, B[ c←− choosec∈R [0, B[
atroundire-generateri∈]0, A[,
computey=ri+s×c y−→ checky∈[0,A+(B−1)×(S−1)[,
andyP+cV=riP∈DB(V)
Figure4.6:GPS+Proposal:AGPS-basedback-endCouponsIdentiﬁcation
ThespeciﬁcationsofGPSstatethattheparametersaretypicalysetto:
•sisatleast160-bitlong(i.e.S≥2160)
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•cis16,32,64-bitlong(i.e.B=216,232or264)
• means”64or80-bitmore”,riisa240,256or288-bitlong(i.e.A=2240,2256or2288)
NotethatifalowHammingweightchalengesareusedtooptimizetheimplementation,the
chalengeccanberatherlonger,about860bitsasdemonstratedin[38].
4.2.2 GPS++:therandomizedGPS-basedapproach
AsdescribedinFigure4.7,thisapproachisrelativelysimilartothepreviousone(GPS+)andit
isprivateevenifthepre-computedcouponsareknowntotheadversaryaswewildemonstrate
inSection4.3. However,theserverstorageistwicethesizeoftheGPS+andthetaghasto
generatetwopseudorandomnumbersinsteadofone.
Theprotocolstartswiththeveriﬁergeneratingarandomchalengecwhichisarandomnumber
limitedbythesecurityparameterB.Thetaggeneratestwopseudorandomnumbersriand
riandsendsbacktoreadertheresponsey=r+ri+s×cwheresisitssecretkeylimited
bythesecurityparameterS. Uponreceiving,theresponse,thereadersearchesforacoupon
<X,X >andveriﬁesthat−c−1(yP−X−t−1X)isatagpublickeyassociatedtothecoupon
<X, X >inthedatabase.Indeed:
−c−1(yP−X−t−1X)=−c−1((ri+ri+s×c)P−riP−t−1(ritP))
=−c−1((ri+s×c)P−riP)
=−sP=V.
Notethat,onlytheveriﬁerthatownstheprivatekeytcanperformthisveriﬁcation.
4.3 Securityanalysis
Intheproposedprotocols,wejustremovetheﬁrst messageinGPSandrandomizedGPS
schemes,sothesecurityisnotweakenedandthezero-knowledgepropertyisretained.
Thefolowinganalysisisvalidforbothproposedapproaches;GPS+andGPS++. Weonly
considervulnerabilitiesoverthereader-tagchannel.Thechannelsbetweenthereaderandthe
back-endareconsideredassafeasbothequipmentshavecomputingandbatteryresources,they
areunderthesameadministrativedomainandtheycanimplementanysecurityprotocols.
TheattackerisassumedbehavingaccordingtotheDolev-Yaomodel,i.e.havingfulcontrol
overthewirelesschannel(cf.Section1.2).
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parameters:(EC,+)anelipticcurve
PapointofEC
A,BandSthreeintegerssuchthatA B.S
Tagsecretkey:s∈ [0,S[ Readersecretkey:t
Tagpublickey:V=−sP Readerpublickey:U=tP
Tag Reader/Back-end
Couponpre-computationwithPRNGforback-end
For0≤i≤n−1
j=0
Letri=PRNGk(2j),ri=PRNGk(2j+1)
whereri,ri∈[0, A[
SetXi=riP,Xi=riU
Storecoupon<Xi, Xi>inthedatabase(DB)j←j+1
Protocolusingon-tagPRNG
checkc∈[0, B[ c←− choosec∈R [0, B[
atroundiregenerateriandri
computey=ri+ri+s×c y−→ checky∈[0,2A+(B−1)×(S−1)−1[,
ﬁndacoupon<X, X >suchthat
c−1(yP−X−t−1X )=−V ∈DB
Figure4.7:GPS++Proposal:ArandomizedGPS-basedback-endCouponsIdentiﬁcation
4.3.1 Resistancetoreplayattacks
Foreachidentiﬁcationsession,readerandtaggeneratenewpseudo-randomvaluescandri,
respectively;thusmakingmessagesrandomized(personalized)foreachsession.
Asdemonstratedin[21],theprobabilityofimpersonationis1/Blwherelisthenumberof
theprotocolrounds,anditonlydependsonthechalengec. Areplayattacktothereader
isunlikelytooccur,asthereader/back-endisassumedimplementingagoodpseudo-random
valuegenerator.Assuch,theyareunlikelytogeneratethesamechalengec.Thisprobability
is1/B,andtoachieveahighersecuritylevelthereadercanrepeattheprotocolltimessuch
thatBl≥280.IfB=232,3roundsoftheprotocolachieveasecuritylevelhigherthan80bits.
However,inmanyRFIDapplications,lwiloftenbeequaltol=1.
4.3.2 Resistanceto man-in-the-middleattack/impersonationattacks
Fortheattacker,thebesthecandoisexperimentingareplayattackonthereader.Indeed,
supposethattheattackerwantstobeidentiﬁedasalegitimatetag,hehastoproduceavalid
responseyortoretrievethetagsecretkeys.
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However,theattackercannotproduceavalidresponseyfromthepreviouslyexchangedmes-
sagesbetweenthetagandreadersbecauseanymodiﬁcationinaprevioustag’sresponsewilbe
detectedintheattacker’sresponseythankstothechalengecgeneratedbythereaderitselfas
showedin[21,9].
Theattackeralsocannotretrievethetagsecretkeysfromtheexchangedmessagesbetween
thetagandthereaderbecausethediscretelogarithmproblemoverelipticcurvesissupposed
tobeintractableandA B.S[21]. Assuch,ourapproachisresistanttoman-in-themiddle
attacks.
4.4 Privacyanalysis
ThegoaloftheattackeristoobtaininformationaboutatagTortraceit. TotraceT,the
attackermustbeabletodistinguishbetweenTandanotherlegitimatetagT.Inthefolowing,
weintroduceamodelthatiswidelyadoptedforprivacyevaluation.
Wedemonstratethattheproposedapproachesguaranteethetag’sprivacyaccordingtothemost
commonlyusedprivacymodelproposedbyJuelsand Weis[31].
ThismodelisdeﬁnedbyanexperimentExpPrivR,A betweenachalengerC,andadversaryAwho
cancompromisealtagsinthesystemandhehastodistinguishbetweentwouncorruptedtags.
TheadversaryAalsocannotmakemorethanalimitednumberofinteractionswiththesystem
ineachphase(LearningandChalenge,Figure4.8),andhecannotcommunicateandcompute
morethankoveralstepswherekistheglobalsecurityparameteroftheRFIDsystemR.
Inthelearningphaseoftheexperiment,theadversaryAisabletocorruptanytaginthesystem,
leavingatleasttwouncorruptedtags.
Inthechalengephaseoftheexperiment,theadversaryAselectstwouncorruptedtagsas
chalengecandidates.ThechalengerCremovesthesetwotagsfromthetagsset,selectsrandomly
andpresentsoneofthemtoA(asatagoracle).Ainteractswiththewholesystemandcorrupts
anytagexceptthechalengetag(tagoracle).
TheadversaryAwinsifhedistinguishesthechalenge.
Aprotocolisprivateif
|Pr(ExpPrivR,A succeedsinguessingb)−12|≤(k)where(.)isanegligiblefunction.
Wesupposethatthenumberofcouponsstoredontheback-endisatleasttwicemorethan
thenumberofinteractionspossibletotheadversaryA,thisisarealisticassumptionascoupons
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ExperimentExpPrivR,ASetup:
1.ThechalengerCinitializestheRFIDsystemRwithntags.
Phase1(Learning):
2.Ainteractswiththewholesystemandcorruptsarbitraryany(n-2)tags.
Phase2(Challenge):
3.AselectstwouncorruptedchalengetagsTandT andgivesthemtoC.
4.Letb∈R{0,1},CassignsTb=TandTb⊕1=T andremovesbothofthese
fromthecurrenttagset.
5.AinteractswiththewholesystemincludingT0andT1andcorrupts
arbitraryanytaginthetagsetexceptTb.
6.Aoutputsaguessbitb.
Expsucceedsifb=b
Figure4.8:Privacyexperiment
arestoredontheback-endandnotonthetag,andthesizeofeachcouponcanonlybe161bits
(theabscissaoftheelipticcurvepointandonebitforselectingtheordinate).
ForGPS+,wesupposethattheattackerdoesnotknowthetagcouponsriPfor0≤i≤n−1,
otherwisethetag’sprivacycannotbeguaranteedasitisthecaseforGPS(cf.Section4.1.2),
wherethetagpublickeyisknowntotheattacker.
AswehavedemonstratedinSection4.1.2,theGPSprotocolcannotbeprivate,butGPS+can
beprivateaswewildemonstrate.
InordertodemonstratethatGPS+isprivate,theadversaryAandthechalengerCexecute
theprivacyexperimentasdescribedinFigure4.8,exceptthat,CreplacesthetagTbinphase
2oftheprivacyexperimentExpPrivR,A byasimulatorSimwhodoesnotknowanysecret. We
demonstratethattheinteractionofAwithSimwilbecomputationalyindistinguishablefrom
aninteractionwithTb.Inotherwords,theadversaryAcannotdetectthepresenceofSimand
theabsenceofthechalengetag.
LetYSimthesetofresponsesofSimcolectedbyAinthephase2,YandY thesetofresponses
oftagsTandT,respectively;colectedbyAinthephase1.Inordertocompromisetheprivacy
(detectthepresenceofSim),Ahastoﬁndsomevaluesy∈ YSimwhichisinvalidforbothT
andT,anecessaryconditionforthis,Amustdistinguishbetweentheresponseofalegitimate
tagandasimulator.
Themessagey=ri+s×c(tag’sresponseinGPS+)isstatisticalyindistinguishableifSB/Ais
negligible[21].ThismeansthatthecommunicationbetweenAandthetagTbcanbesimulated.
InotherwordsAcannotdistinguishbetweenTbandSim.
So,theprobabilitythatAdetectsthepresenceofSimi.e.theabsenceofTb,isnegligible.This
meansthat,theprobabilitythatPr(ExpPrivR,A succeedsinguessingb)iscloseto1/2.Assuch,
GPS+supportsprivacy.
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ForGPS++,thecoupons<Xi, Xi>,i=1,..,n,canbepubliclyknownbecauserandom-
izedGPSisprivateasdemonstratedin[9]. Thecomputationoftheadditionalelipticcurve
pointXiinthecommitment(coupon)ensuresthatonlythelegitimatereaderwhohasthepri-
vatekeytcanperformtheveriﬁcationi.e.ﬁndthepublickeywhichcharacterizeseachtag.In
theresponseri+rihidesthetagsecretkeysinthesamewayasinGPS.
4.5 Performanceevaluation
Theproposedapproachesareonlytwostepsspecialydesignedforlow-costRFIDtags. Al
thecomplextaskssuchasscalar-point multiplicationandcouponsstoragearedoneatthe
server(back-end).Thetagimplementsonlypseudorandomvaluegeneratorandsimpleinteger
operationsincluding:integermultiplicationandaddition.
AsGPS+approachrequiresfewerresourcesonthetagthanGPSwithcoupons(nocoupons
storageonthetag),itcanbeimplementedinlessthan1000GEsusinglowHammingweight
chalenges,asdemonstratedby McLooneetal.[38]. TheGPS++wouldrequireasimilar
amountofresourcesonthetagasGPS+becauseitdoesnotneedanyadditionalprimitives,
onlyfewclockcyclesmore.
Ontheotherhand,thereader/back-endimplementsapseudorandomnumbergenerator,scalar-
pointmultiplication,andstoresonepublickeyandncouponsforeachtag.
Theidentiﬁcationisasymmetricalastheback-endknowsthepublickeyVofthetagandnot
theprivatekeys.Theback-endstoresforeachtagthepublickeyandasetofcoupons,apart
fromthestorageoverheadofcoupons,thecostofidentiﬁcationisalmostthusofaconventional
symmetricidentiﬁcation(cf.Chapter1,Figure1.2),forexampleinGPS+approachtheback-
endhastoﬁndﬁrstapublickeyVsatisfyingbothyP+cV=(ri+s×c)P−c(sP)=riPandthe
matchingoftheresultingriPvaluewithacouponassociatedtothepublickeyV.Socompared
tosymmetricalidentiﬁcation,theadditionaloverheadisonlytoﬁndthecouponriPamongn
couponsthatareassociatedtothepublickeyVwhichisnegligible.
Togiveanoverviewofourstorage-securitytrade-oﬀapproach,wesupposethatthetime
tointerrogateatagis300msandweshowintable4.1thestoragecapacityrequiredonthe
back-endforeachtagaccordingtothenumberofcouponsandthetimebeforeanytemporary
desynchronizationbetweenthetagandthereaderafterconsumptionofalavailablecoupons
ifthetagisinterrogatedcontinuouslybyanattacker. Wenotethatthistimebecomeslarge
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enoughifthenumberofcouponsisimportant.
Toincreasethenumberofavailablecouponsandtoreducestorageoverheadontheserver,
consumedcouponscanbedeletedandreplacedwithnewcoupons(nextcoupons)computed
forexamplebytrustedthirdparty(authority,manufacturer,etc.). Recalthatthetaguses
adeterministicpseudorandomnumbergeneratorwitharandomsecretseedasinGPSwith
coupons.
numberof setoftags storageoverhead timebefore
coupons desynchronization
GPS+ GPS++
100 100 196,5KB 393KB 30s
1.000 1.000 19,19 MB 38,38 MB 300s
10.000 10.000 1,87GB 3,74GB 3000s
100.000 100.000 187,42GB 374,84GB 8,33h
1.000.000 1.000.000 18,3TB 36,6TB 83,33h
Table4.1:Overviewoverproposedapproaches
Couponsizecanbefurtherreducedundersomeassumptionsontheadversarycapabilities
byusingr-colisionresistancehashfunctioni.e.ahashfunctionforwhichitisdiﬃculttoﬁnd
rdistinctinputswhichhavethesameoutput.Sothat200couponscanbestoredin1KBas
demonstratedin[19].Theideaisthat,azero-knowledgeprotocolrequiresinthecommitment
step,aone-wayfunctionsuchasahashfunction.Ontheotherhand,thecolisionresistancefor
ahashfunction,isastrongerpropertythanone-wayness,anditissuﬃcienttoensuresoundness
propertyinzero-knowledgeschemesasdemonstratedbyGiraultandStern[22].Ifthelengthof
thechalengesendsbytheveriﬁerisincreasedandar-resistance(r≥3)hashfunctionisused
tocomputecommitmentinazeroknowledgeschemebasedondiscretelogarithm,thenlelength
ofthehashfunctionoutputcanbereduced.
4.6 Conclusions
Inthischapter,wepresentedtwozero-knowledgeidentiﬁcationapproachesGPS+andGPS++
basedonGPSandrandomizedGPS;respectively,especialydesignedforlowcostRFIDtags.
Thesesolutionssatisfythesecurityandprivacyrequirementsforlow-costRFIDsystems,and
theyrelyontheuseofback-endcouponsinordertominimizetheon-tagdedicatedsecurity
resources.TheybeneﬁtfromtheGPSschemefeatureslikehighsecuritylevel,zero-knowledge,
andlowcomplexity. Theyprovideremarkablepropertiessuchasprivacyandlowcomplexity,
andresistancetoknownclassicalsecurityattacks.GPS+hastheadvantagethatanyadversary
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whohascouponscanidentifythetag,whichmakingitnoprivatewhencouponsareknown
totheadversary. Furthermore,theproposedapproachescanbeimplementedeﬃcientlyinto
low-costtagsinlessthan1000GEs.
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Chapter5
Conclusion
Weinvestigated,inthiswork,variouschalengesindesigninglightweightRFIDauthentication
schemes. Wepresentedans-3simulatormodulefortheuniversallow-costRFIDstandardEPC
Class-1Generation-2(EPCGen2),thenweproposethreeidentiﬁcationprotocolsbasedonpublic
keycryptography:ascalableauthenticationprotocolbasedonNTRUpublickeycryptosystem,
andtwozero-knowledgeapproachesbasedonGPSandrandomizedGPSschemes.
InChapter2,weintroducedtheEPCGen2standardandshowedtheshortcomingsofexist-
ingRFIDsimulators,thenwepresentedourRFIDsimulatormoduleforns-3. Weshowedthat,
thesymmetricalkeycryptographyisexcludedfrombeingusedinEPCGen2standardorinany
futurescalablestandardsforlow-costRFIDsystemswhentheprivacyisneededduetothevery
shortidentiﬁcationtimeforlargetagpopulations. Thatdoesnotgiveanyotheralternatives
thandesigningalightweightapproachesbasedonpublickeycryptography.
InChapter3,weinvestigatedthescalabilityinlow-costRFIDsystemsandweintroduced
workspertainingtoitintheliterature. ThenweproposedanadaptationofNTRUpublic
keycryptosystemforconstraineddevices,andascalableauthenticationprotocolbasedonthis
NTRU’sadaptation. TheproposedauthenticationprotocolinheritsfromNTRUthehighse-
curitylevel,fastencryptionanddecryption.Itcanbeimplementedeﬃcientlyintolow-cost
tags,astagsareonlyrequiredtoimplementalightweighthashfunction,addition,andbit-wise
operations.
InChapter4,weconsideredtheuseofzero-knowledgeschemesinlow-costRFIDsystems.
Zero-knowledgeschemeshaveareputationofbeingcomputationalymoreexpensivethancon-
ventionalsecurityschemes. Wepresentedtwozero-knowledgeidentiﬁcationapproachesspecialy
designedforlow-costRFIDtags. Wemakeuseofcouponsstoredontheback-endinorderto
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minimizetheon-tagrequiredresources.First,weproposedanidentiﬁcationapproachbasedon
GPSscheme.Theadvantagesofthisapproachisthat,anyveriﬁerwhohascouponscanidentify
thetagwhichdoesnotmakethisapproachprivatewhencouponsareknowntotheadversary.
Second,weproposedanidentiﬁcationapproachbasedonrandomizedGPS,thisapproachsup-
portstheprivacyevenifcouponsareknowntotheadversarybecauseonlytheveriﬁerwhohas
aspeciﬁcprivatekeycanidentifythetag.
Inthefuture,weshalfocusonthefolowingperspectives:
•Investigatetheuseofotherpublickeycryptographytechniquesinlow-costRFIDwhich
isoneofthemostimportantdirectionforfurtherresearch.Thecodebasedcryptography
isoneofthemandrequiresdeﬁningnewcodesandtechniquesthatleadtosmalsizeof
publickey.Indeed,thecode-basedpublickeycryptographyrequiresonlysimplebitwise
operations. Today,theonlydrawbackthatpreventsitsimplementationonRFIDisthe
verylargesizeofthepublickey.
•Designofalgorithmsfordynamicadjustofreaderconﬁgurationinordertoacceleratethe
identiﬁcationforlargetagpopulations,forexamplebyestimatingthenumberoftagsto
beidentiﬁedandthususethetheoreticalmaximumthroughputofframedslottedAloha.
•IntegratethesimulatorwithexistingRFIDapplications(middleware)whichalowsto
testmanyaspectsrelatedtotheseapplicationswithoutneedforahardware(RFIDtags
andreaders).Suchapproachalowstotestperformancesoftheproposedauthentication
protocols.
•ExtendthesimulatortosupportalEPCGen2mechanismssuchasthepossibilityofwriting
tothetagsasitimpactstheidentiﬁcationtimeduetoadditionalinteractionsbetweenthe
readerandthetags.
•Makesimulationpossiblewithmultiplereadersasprovidedbythestandardinorderto
acceleratetheidentiﬁcation,andsimulatemorecomplexandrealisticscenarios.
59
60
AppendixA
Methodsdescription
Class Method Description
RﬁdChannel Send Broadcastthepackettoalequipmentsin
theantennarange.
Add Addalphysicallayerstobeknownbythe
channelinordertohavethereferenceof
alpossibledestinations.
RﬁdPhy Send Sendthepacketinordertobetransmitted
bythechanneltootherequipments.
StartRecv Thephysicallayerreceivesapacket.
EndRecv Thismethodiscaledwhenthereceiving
procedureisdonewithoutacolision.
RﬁdPhyState GetState Returnthephysicallayerstate:idle,re-
ceivingorsendingpacket.
SwitchToTx Switchthephysicallayerstateto”send-
ing”.
SwitchToRx Switchthephysicallayerstateto”receiv-
ing”.
RﬁdIdentiﬁcation Send Returnifthepacketissentwithouterror
ornot.
Receive Thismethodiscaledwhenapacketisre-
ceivedbythephysicallayer.
SetEquipementState Setthenewstateoftheequipmentafter
receivingapacketandthedecisionthat
shouldbetakenafter.
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RﬁdReaderIdentiﬁcation SetQForQuery Generatearandomnumbertobesentin
querymessage.
SetQForQueryAdjust Modifytheinitialrandomvalue.
SendQueryRepOrAdjust Iftimeoutisexceeded,thismethodwilbe
automaticalycaledtosendQeryRepor
QueryAdjustandthat’saccordingtothe
equipmentstate.
RﬁdTagIdentiﬁcation SetInitialConﬁguration Settheinitialconﬁgurationwhenthetag
ispoweredup.
SetResponseToQuery Settheadequateresponseafterreceiving
aquerymessage.
SetResponseToAck Settheadequateresponseafterreceiving
anACK.
RﬁdConﬁguration SetData0 SettheData0duration.
GetData1 ReturntheData1duration.
GetPreambleDuration Returnpreambleduration.
GetTagPreamble Returntagpreambleduration.
EpcMemory GetEpc Return96bitsEPCidentiﬁer.
GetStoredCrc Returnstored CRC16calculatedfrom
EPCandstoredPC.
GetStoredPc ReturnstoredPCvalue.
EpcHeader Serialize Storeaheaderintothebytebuﬀerofthe
packet.
Deserialize Re-createaheaderfromthebytebuﬀerof
thepacket.
GetSerializedSize Returnthenumberofbyteswhichare
neededtostoretheful headerdataby
Serialize.
RﬁdNetDevice SetChannel Setthechannelusedtotransmitinforma-
tion.
SetPhy Setthephysicallayer.
SetIdentiﬁcation Settheidentiﬁcationlayer.
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AppendixC
R´esum´e
Latechnologied’identiﬁcationparradiofr´equence,souventd´esign´eeparl’abr´eviationRFID,est
l’unedestechnologieslesplusprometteusesdansledomainedel’informatiqueubiquitaire.En
eﬀet,elepourraitbientransformerlesprocessusd’identiﬁcationparcequ’eleoﬀredenombreux
avantagesparrapporta`d’autressyst`emesd’identiﬁcationgrˆacea`sescaract´eristiquesuniques
quipermettentdescanneretd’identiﬁerune´etiquettepassivesansavoirbesoindecontactvisuel
(sanslignedevuedirecte)ouphysique.
Aujourd’hui,latechnologieRFIDesttr`esutilis´eedanslesprocessusdefabrication,lalogis-
tique,lestransportspublics,lecontrˆoled’acc`esphysique,lesappareils m´edicauxembarqu´es,
l’identiﬁcationdesanimaux,etc.
Lessyst`emesRFIDsontconstitu´esdetrois´el´ementsprincipaux:e´tiquette,lecteuret´eventuelement
unebasededonn´eescommelemontrelaFigureC.1.
FigureC.1:Unsyst`emeRFID[23]
Laplupartdese´tiquettesRFIDactuelementd´eploy´eesn’ontpasdebatterieetsontali-
ment´eesparunchampd’inductionparr´esonancemagn´etiqueg´en´er´eparlesignaldulecteur.
Ceux-cisontconnuscommedes´etiquettesRFIDpassives.Les´etiquettesactivessontcelesqui
portentunebatterieetfonctionnentind´ependammentdusignaldulecteur.Cetyped’´etiquettes
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estcoˆuteux,elessontr´eserv´eesauxapplicationshautdegamme.Les´etiquetteshybrides,ap-
pel´eessemi-actives,utilisentleurbatteriesexclusivementpoureﬀectuerdesop´erationsinternes,
maiselesutilisentlesignaldulecteurpourlacommunication.CetypedeRFIDestunecom-
binaisondetechnologiesRFIDactivesetpassives.
Laterminologie”´etiquettesRFID`abascoˆut”estlargementutilis´eepourd´esignerdes´etiquettes
RFIDpassives`atr`esfaiblescoˆuts.
Aujourd’hui,lefaiblecoˆutdelatechnologieRFID,lese´normesenjeuxe´conomiquesqu’ele
pr´esenteetlafacilit´ed’utilisation,fontdecettetechnologiedelaprochainer´evolutiontech-
nologiqueapr`esl’Internet.
C.1 Lesd´eﬁsd’authentiﬁcationdanslessyst`emes RFIDbas
coˆuts
Dansledomainedelas´ecurit´edel’information,l’authentiﬁcationn´ecessitel’utilisationdesalgo-
rithmescryptographiquesquin´ecessitentdesressourcesimportantesentermesdecalcul,´energie
etm´emoire.
Commel’identiﬁcationestlefondementmˆemedelatechnologieRFID,cetteidentiﬁcationdoit
eˆtres´ecuris´eepour´eviterl’usurpationd’identit´ed’´etiquetteet/oudulecteur.Cependant,pour
rendrepossibleled´eploiementdesRFID`agrande´echele,deuxconditionsdoiventˆetreremplies.
Toutd’abord,untr`esbascoˆutdese´tiquettesdoiteˆtregaranti,cequiconduitin´evitablement
a`desdispositifsdetr`esfaiblescapacit´esquinepeuventpaseﬀectuerdescalculscomplexes.
Deuxi`emement,lesprobl`emesli´esa`lascalabilit´e(passagea`l’´echele)doiventeˆtrer´esolus
lorsqu’unelecturemassivedes´etiquettesestn´ecessaire.
Iln’estdoncpassurprenantquel’inconv´enientdelatechnologieRFIDpourraiteˆtreli´eea`la
s´ecurit´eetlesrisquessurlaviepriv´ee,rendantainsidiﬃcilelar´esistanceauxattaquesstan-
dardsquisont:lesattaquesparrejeu,l’hommedumilieu,d´enideservice,etc. L’eﬀetque
les´etiquettesr´epondenta`touteslesrequˆetesdulecteur,lesprobl`emesli´esa`laviepriv´eesont
diﬃcilesetsontli´esausuiviclandestinedel’´etiquetteetlaconﬁdentialit´epersistante(forward
secrecy).Defa¸contr`essimple,unprotocoled’identiﬁcationRFIDestvuln´erableausuiviclan-
destinequandunadversaireestcapabledereconnaˆıtreune´etiquetteRFIDvuepr´ec´edemment.
Laconﬁdentialit´epersistanteestlapropri´et´equigarantitqueladivulgationdel’information
secr`eted’untagner´ev`elepaslessecretsutilis´esdanslessessionspr´ec´edentes.
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Aujourd’hui,cesprobl`emesconstituentund´eﬁmajeurpourleschercheurs,exigeantdepousser
leslimitesdelacryptographie.Cestravauxderecherchesontencourag´esparlaCommissioneu-
rop´eenne.En2008,unprojetderecommandation[15]a´et´epubli´esurlas´ecurit´eetlesprobl`emes
li´es`alaviepriv´edanslessyst`emesRFIDindiquantquelesapplicationsRFIDdoiventfonction-
nerdemani`eresˆureetquelarecherchedoitaboutir`adessolutionsdes´ecurit´eperformantesde
faiblecoˆutpourlesdispositifsRFID.
Las´ecurit´eetlesprobl`emesdelaviepriv´eedanslessyst`emesRFIDconcernentprincipale-
mentlescommunicationssansﬁlentrel’´etiquetteetlelecteur,tandisquelescommunications
entreleserveur(basededonn´ees)etlelecteursontsuppos´eesassur´eesparcequecesdispositifs
ontlescapacit´esdecalculeetl’´energien´ecessairespours´ecuriserleurcommunicationsavecdes
algorithmesdechiﬀrementsym´etriquesouasym´etriques.
Unautreaspectli´ea`latechnologieRFIDtoutaussiprobl´ematiqueestlacaract´eristique
”syst`emeouvert”quicaract´erisebeaucoupdessyst`emesRFIDlorsquelesyst`emequiinter-
rogel’´etiquettenepeutpaseˆtreidentiﬁ´ea`l’avanceenraisonparexempledelamobilit´edes
e´tiquettesRFIDdanscertainscasd’utilisation,autrementdit,iln’yaaucunegarantiequele
lecteur(v´eriﬁcateur)nesoitpasmalveilant. Dansuntelcontexte,lessolutionssontdespro-
tocolesd’identiﬁcationa`divulgationnuledeconnaissanceparcequecetypedeprotocolesne
n´ecessitepasunpartagedesecretsentrel’´etiquetteetlelecteur.Cependant,cesprotocolestels
qu’ilssont,exigentunequantit´ederessourcesau-del`adescapacit´esd’´etiquettesRFIDa`bas
coˆuts.
Lesch´emacommun´ementutilis´epourr´ealiserl’authentiﬁcationestappel´echalenge/r´eponse:
commelemontrelaFigureC.2,lelecteurenvoieunchalengeCa`l’´etiquettequiprouveson
identit´eenr´epondant`acechalenge.´Evidemment,l’adversairenedevraitpasˆetreenmesurede
sefairepasserpourune´etiquettel´egitime,mˆemesiilaespionn´etouteslesr´eponsespr´ec´edentes
del’´etiquette. Lar´eponsedel’´etiquetteaulecteur,consistea`chiﬀrerlechalengecre¸cuen
utilisantunalgorithmedechiﬀrementE,unecl´ecryptographiquesecr`eteKet´eventuelement
d’unevaleural´eatoirerqu’eleafraˆıchementg´en´er´ee.
Lecteur E´tiquette
choisirc∈R{0,1}n c−→ choisirr∈R{0,1}n,calculer
Retrouverk,v´eriﬁerEk(c,r) r,Ek(c,r)←− Ek(c,r)
FigureC.2:Unsch´emad’identiﬁcationChalenge/r´eponse
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Cetypedeprotocoleadeuxinconv´enients majeurssil’algorithmedechiﬀrementEest
sym´etrique. L’und’euxestl’absencedelascalabilit´esilatotalit´edelar´eponsedelabalise
estdiﬀ´erentea`chaquetentatived’authentiﬁcation,danscecas,lesyst`emedoiteﬀectuerune
rechercheexhaustivepourtrouverlacl´esecr`eteKaﬁnd’authentiﬁerl’´etiquette.Ledeuxi`eme
inconv´enientestleprobl`emeli´e`alaviepriv´eec-`a-dsiunadversaireestcapabledereconnaˆıtre
une´etiquettevuepr´ec´edemmentousilar´eponsedel’´etiquetteestpartielementconstantemˆeme
entredeuxsessionsd’authentiﬁcationsuccessivesl´egitimes.Parexemple,l’´etiquetteutiliseun
pseudoindexquifacilitepourlesyst`emelarecherchedelacl´edel’´etiquetteetquiseramita`
joursapr`eschaqueauthentiﬁcationaupr`esd’unlecteurl´egitime,danscecasunadversairepeut
tracerl’´etiquetteentredeuxsessionsd’authentiﬁcationenutilisantlepseudoindex.Ils’agitde
l’undesprincipauxprobl`emesquelaRFIDetplusg´en´eralementl’informatiqueubiquitairedoit
r´esoudrecommeMark Weiserl’avaitd´ej`apr´editen1991[54].
Unesolutionquisupporte`alafoislascalabilit´eetlerespectdelaviepriv´eepourdessyst`emes
RFIDa`bascoˆutnepeutˆetrebas´eequesurlacryptographiel´eg`erea`cl´espubliques.Eneﬀet,
silesyst`emeRFIDimpl´ementeunsyst`emedechiﬀrement`acl´epublique,lelecteurn’aqu’une
seulecl´epriv´eepourd´echiﬀrerlar´eponsedetoute´etiquettemˆemesicetter´eponseestdiﬀ´erente
a`chaquetentatived’authentiﬁcation.
Celar´esoutlesprobl`emesdelascalabilit´eetgarantitlaprotectiondelaviepriv´ee. Deplus,
unhautniveaudeprotectiondelaviepriv´een´ecessitel’utilisationdecertainestechniquesdela
cryptographie`acl´espubliques[52].
Cependant,laplupartdeschercheurscroientquelaRFID`afaiblecoˆutnepeutpasproﬁter
delacryptographie`acl´espubliquesetdoitdoncˆetrebas´eesurlacryptographie`acl´essecr`ete.Il
estdoncimpossiblesousunetelehypoth`esequ’unprotocoled’authentiﬁcationpuissegarantir
lascalabilit´eetlaprotectiondelaviepriv´eavecuncoˆutraisonnable.
C.2 E´tudedelascalabilit´edanslessyst`emesRFIDa`bascoˆuts
C.2.1 LestandardEPCClass-1Generation-2
LestandardEPCglobalClass-1Generation2,souventappel´eEPCGen2estunnouveaustandard
pourlatechnologieRFIDpassive`abascoˆut.Ilestconsid´er´ecommelesuccesseurducode-barre
etilestlargementconsid´er´ecommelestandarduniverselpourles´etiquettesRFID`abascoˆuts.
Ilestcon¸cupoursatisfairelesbesoinsdelachaˆıned’approvisionnement.
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Lapetitetailedese´tiquettesEPCGen2leurpermeta`eˆtreimplant´eesdansdesobjets,et
l’identiﬁcationparfr´equencepermetaux´etiquettesnonseulementa`ˆetreluengrandnombre,
maisaussidansdesconditionsvisuelesetenvironnementauxdiﬃciles.
Cependant,EPCGen2ned´eﬁnitpasexactementcommentlelecteurdevraitr´eagirdansdes
situationscritiquescommelescolisionsoucommentg´ererlesdiﬀ´erentescommandeslorsde
l’identiﬁcationdese´tiquettes. C’estpourquoiunsimulateurpeuteˆtreunoutiltr`esutilepour
d´ecouvrirlescomportementsdeprotocoledansdiﬀ´erentssc´enarios.
Nouscr´eonsunnouveaumoduledansns-3(NetworkSimulator3)pourpr´edirelesperformances
d’identiﬁcationpourEPCGen2protocoledecommunicationdanslesdiﬀ´erentesconﬁgurations.
Cemodulepermetdetesterlascalabilit´e(passagea`l’´echele)decettenormeaﬁnd’´etablirun
cadrestrictpouruneidentiﬁcations´ecuris´ee,parexemple,queletyped’approchedes´ecurit´e
pourraienteˆtreenvisag´ees malgr´equel’EPCGen2ned´eﬁnitaucun m´ecanismedes´ecurit´e.
D’autrespart,lasimulationRFIDesttr`esutilepourdenombreusesd´eﬁsderecherchestels
quelas´ecurit´e,laprotectiondelaviepriv´eeetl’optimisationdud´ebitsurlecanallecteur-
e´tiquettequisontdiﬃciles`atesterdanslapratiqueenraisondelanaturedes´etiquettesRFID.
C.2.2 G´en´eralit´essurl’EPCGen2
LanormeEPCGen2d´eﬁnitlescaract´eristiquesphysiquesetlogiquespourlessyst`emesRFIDqui
utilisentdes´etiquettespassivesaﬁnderemplacerletraditionnelcode-barre.TableauC.1r´esume
lesprincipalescaract´eristiquesd’unlecteuretd’une´etiquettecompatiblesavecEPCGen2.
Fr´equence Ultra Haut Fr´equence: 860
MHz-960 MHz
Port´e Approximativement5meters
D´ebit Liaisonaval:26.7-128kbps
Liaisonder´etrodiﬀusion: 5-
640kbps
Codage Liaisonaval:PIE(pulseinter-
valencoding)
Liaison de r´etrodiﬀusion:
FM0, Miler-modulated sub-
carrier
Modulation Liaisonaval: DSB-ASK,SSB-
ASKouPR-ASK
Liaisonder´etrodiﬀusion:ASK
ouPSK
Protocoled’acc`esmultiple Variantedeslotted Aloha(Q
Protocol)
E´tiquettes Passives, EPC, m´emoire
r´eserv´ee
TableC.1:Caract´eristiquesdustandardEPCGen2
L’acc`esaucanalsansﬁlpartag´eestbas´esurunevarianted’Alohaappel´eeQprotocol.Le
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param`etreQestsp´eciﬁ´edanslacommandeQuery,etilvarieentre0et15. Pourr´epondrea`
larequˆetedulecteur,chaque´etiquettequiare¸culacommandepr´ec´edente,choisitunnombre
al´eatoiredansl’intervale0a`2Q−1inclus. L’´etiquettequitireunevaleure´galea`z´erodoit
r´epondreimm´ediatementparunes´equencepseudo-al´eatoirede16bits(RN16).Sinonl’´etiquette
doitattendreuneautrecommandedelapartdulecteurcommesuit:
•Aucun´etiquettener´epond:lelecteurpeutenvoyeruneautrecommande,uneQueryRep
ouuneQueryAdjust.
•Une´etiquetter´epond:lelecteurpeutidentiﬁerl’´etiquettesansencombrecommeled´emontr´e
laFigureC.3.
•Plusieurs´etiquettesr´epondent:lelecteurre¸coitplusieursmessagesRN16dontlenombre
este´galaunombredese´tiquettesquionttir´eunevaleure´galea`z´ero.Lelecteuressaye
der´esoudrelacolisionetenvoieunacquittement.Silacolisionnepeuteˆtrer´esolu,le
lecteurenvoieunecommandeQueryRepouQueryAdjust.
Siaucunee´tiquettener´epondousiplusieurse´tiquettesr´epondentenmˆemetemps,lelecteur
modiﬁelavaleurduparam`etreQenvoy´eedanslacommandeQuery,enutilisantQueryAdjust.
IldiminuelavaleurduQs’iln’apasre¸cuder´eponsepouraugmenterlaprobabilit´ed’obtenir
uner´eponse,etencasdecolision,ilaugmentelavaleurduQpourdiminuerlaprobabilit´eque
deux´etiquettesg´en`erentenmˆemetempsunevaleur´egale`az´ero.
Danslecaso`uuneseule´etiquetter´epondaulecteur,leprotocoled’identiﬁcationestd´ecritdans
laFigureC.3.
Les´echangesentrel’´etiquetteetlelecteurdoiventsuivredescontraintesdechronom´etrage
tr`espr´ecisescommelemontrelaFigureC.4.
C.2.3 Mod`eledesimulation
Nousavonsmod´elis´elamobilit´eetl’activationdes´etiquettes,lapropagationdusignalentreles
e´tiquettesetlelecteur,lar´eceptionetlatransmissiondessignauxauniveaudes´etiquetteset
dulecteur,lescommandessp´eciﬁquesdansleprotocoledecommunicationduEPCGen2,etc.
Encequiconcernelesparam`etresdechronom´etrageetdemodulation,nousavonsadopt´eun
mod`elesemblable`aceluide[18]commed´ecritauTableauC.2.
Selonlemod`eleleplusutilis´edansl’espacelibre[36],lesignalre¸cuestatt´enu´eparunfacteur
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FigureC.3:e´changelecteur-´etiquettessupportantd’identiﬁcation
FigureC.4:Contraintesdechronom´etragedansEPCGen2[11]
Dquipr´esentel’aﬀaiblissementdepropagation:
D= 4πrλ
2
O`urestladistanceentreler´ecepteuretl’´emetteuretλestlalongueurd’onde.Denombreuses
autresparam`etresdeconﬁgurationssurlapuissance,lasensibilit´eetc.sontpr´esent´esauTableau
71
Param`etre Valeur
Tari 8.33µs
Data-1 16.66µs
TRext 0
DivideRatio 8
Modulation 2
T1 70.7µs
T2 18.7µs
T3 62.5µs
T4 50.0µs
TableC.2:Param`etresdechronom´etrage
C.3.
Param`etre Valeur
Lecteur
Fr´equence 866MHz
Puissance 2000mW
Faisceaudel’antenne 60°
Sensibilit´e -80dBm
E´tiquette
Sensibilit´e -14dBm
Facteurder´etrodiﬀusion 0,25
Vitesse 1m/s
Canaldepropagation
Exposantd’aﬀaiblissementdepropagation 2.0
TableC.3:Param`etredeconﬁguration
Nousavonsd´eﬁniunalgorithmdegestiondescommandescommelemontrelaFigureC.5,il
indiquecommentlelecteurutiliselesdiﬀ´erentescommandes:Query,QueryRepetQueryAdjust.
FigureC.5:Algorithmedegestiondescommandes
Ond´eﬁnitdanslaFigureC.6unalgorithmedegestiondescolisions.
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FigureC.6:Algorithmedegestiondescolisions
C.2.4 Conceptionlogiciele
Nousmod´elisonslacouchephysiqueetlacouchelogiqueduprotocoledecommunicationdu
EPCGen2.LaﬁgureC.7pr´esenteuneversionsimpliﬁ´eedudiagrammedesclasses.
FigureC.7:Diagrammedesclassesdusimulateur
C.2.5 Lessc´enariossimul´es
Noussimulonsete´tudionslesperformancesdustandardEPCGen2danstroissc´enariosaﬁn
d’obtenirladur´eed’identiﬁcation,lenombredecolisionsd´etect´ees,etl’att´enuationdepuissance.
Danslapratique,cessc´enarioscorrespondentauxprincipales´etapesdelachaˆıned’approvisionnement
pourlaqueleleEPCGen2a´et´econ¸cu:laprised’inventaire,lecontrˆoleder´eceptionetd’exp´edition.
Cessc´enariossontlessuivants:
•E´tiquettesﬁxes:Cesc´enariocorresponda`laprised’inventaire.Ilestcaract´eris´eparun
lecteurRFIDquienvoieenpermanencelescommandesQuery,QueryRepandQueryAdjust
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selonlemod`eledesimulation(cf.C.2.3).
Lese´tiquettessontdistribu´eesal´eatoirementdansunepalette1mx1mx1m,situ´eea`une
distantede2m`etresdulecteur.
•E´tiquettesmobiles:Cesc´enariocorrespondaucontrˆoleder´eceptionetd’exp´edition.Sa
seulediﬀ´erencedeaveclesc´enariopr´ec´edentestquelese´tiquettessontmobileseteles
sonta`unedistancede1 m`etredulecteuretelessetrouventhorsdelacouverturede
l’antennedulecteurquiletraversentdurantlasimulation.
•E´tudedepuissance: Cesc´enarioexaminelapuissancere¸cueparlese´tiquettesselonla
distancequiless´eparedulecteur. Unee´tiquetteestcr´e´eea`unedistancedulecteuret
lapuissanceestmesur´ee,puisuneautreestcr´e´eeplusloinetlapuissanceestmesur´eea`
nouveau,etc.cequipermetd’´etablirunegraphedepuissanceenfonctiondeladistance
dulecteur.
C.2.6 Lesr´esultatsdesimulation
Aﬁnd’obtenirdesr´esultatssigniﬁcatifs,chacundessc´enariospr´ec´edentsestlanc´emilefoisce
qui m`enea`desvaleursmoyennes. Nousobtenonsletempsd’identiﬁcationetlenombredes
colisionslorsdel’identiﬁcation,commel’indiqu´eleTableauC.4.Pour1000´etiquettesmobiles,
lesimulateurar´eussid’identiﬁeruniquementenviron780,et¸cac’esta`causedelamobilit´eet
lavitessedes´etiquettes.
Sc´enario Nombredese´tiquettes 1 10 100 256 500 1000
E´tiquettesﬁxes Identiﬁcationtime(sec) 0.009 0.038 0.350 0.875 1.690 2.924Numberofcolisions 0 2.425 19.053 48.874 95.65 191.032
E´tiquettes Mobiles Identiﬁcationtime(sec) 0.40 1.293 1.482 1.629 2.174 2.980Numberofcolisions 0 0,154 12,7 53,697 97,825 152,206
TableC.4:R´esultatsdesimulation
Ladur´eed’identiﬁcationetlenombredecolisionsduTableauC.4sontpr´esent´esgraphique-
mentdanslesFiguresC.8etC.9;respectivement.
Onremarquequel’identiﬁcationdes´etiquettesﬁxesestachev´eedansunlapsdetempstr`es
courtcommelemontrelaFigureC.8.Cetempsestpresquelin´eaire,lapentediminuel´eg`erement
a`partirdupointde500celaestduaufaitquelaconﬁgurationquenousavonschoisieestmieux
adapt´eepourlesgrandsnombresdes´etiquettes.
L’identiﬁcationprendplusdetempsdanslesc´enariodese´tiquettesmobiles,celaestdu
a`la mobilit´edese´tiquettes. Eneﬀet,premi`erementlese´tiquettessetrouventaud´ebutdu
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FigureC.8:Dur´eed’identiﬁcation
FigureC.9:Colisiondetection
lancementdusc´enariohorsdelaport´eedulecteuravantqu’eleslatraversentcequiprendun
tempssuppl´ementaireparrapportaux´etiquettesﬁxes. Deuxi`emement,lorsdel’identiﬁcation
d’ungrandnombredes´etiquettesmobiles,l’identiﬁcationsefaitgroupepargroupe.Eneﬀet,un
grouped’´etiquettesdanslamˆemer´egionre¸coitdescommandesSelectetQuery,danslemˆeme
temps,unautregroupenere¸coitpascescommandescarilesthorsdeport´eedulecteur;quand
ilrentredanslechampsdecouverture,cegroupener´epondpasauxcommandesQueryRep
etQueryAdjustenvoy´eesparlelecteuretresteenattentedescommandesSelectetQueryqui
lancentunnouveaucycle,quandcederniercommence,unepartiedugroupepr´ec´edentsera
identiﬁ´eedenouveaucarelesetrouvetoujoursdanslechampsducouverturedulecteur,cequi
produitplusdecolisionspourunegrandnombredese´tiquettes,etaugmenteparcons´equent
letempsd’identiﬁcation.Cependant,onremarquequepour1000´etiquettes,lescolisionssont
plusimportantespourles´etiquettesﬁxes,celadueaufaitquelelecteurn’arrivepas`aidentiﬁer
plusque780´etiquettes`acausedelamobilit´e.
75
LaFigureC.10montrequeleniveaudepuissancediminuerapidementdanslestroispremiers
m`etresquis´eparentlelecteuretlese´tiquettes.Ensuite,lapuissancediminuepluslentement.
Lasensibilit´edel’´etiquetteestd´eﬁniea`-14dBmetlemod`eleimpl´ement´eparlacouchecanal
permetlacommunicationentrel’´etiquetteetlelecteurjusqu’`aunedistancede6m`etres.
FigureC.10:Att´enuationdepuissance
Ler´esultatprincipalestlagrandescalabilit´edecettenormec-`a-dletempsd’identiﬁcation
tr`escourtpourlesgrandsnombresdes´etiquettes(2.924spour1000´etiquettesmobiles),excluant
ainsitouteutilisationduchiﬀrementsym´etriquedanstoutstandardpourlessyst`emesRFID`a
bascoˆuto`ulascalabilit´eetlaprotectiondelaviepriv´eesontn´ecessaires.
Cemoduleestplusr´ealistequelessimulateursexistantsdanslalitt´eraturecarilimpl´ementeles
fonctionnalit´eslespluscourammentutilis´eesdeEPCGen2avecuneadaptationplusfacile.Ce
simulateuresttr`esutilepourunr´eglagead´equatduEPCGen2avanttoutd´eploiement,ilest
tr`esutiledansdenombreusesd´eﬁsderecherchesli´es`alatechnologieRFIDcommelas´ecurit´e,
laprotectiondelaviepriv´ee,etl’acc´el´erationdel’identiﬁcationdes´etiquettes.Ilserabientˆot
disponibleent´el´echargementlibre.
C.3 L’authentiﬁcationdesRFID`abascoˆutenutilisantlesr´eseaux
Nousavonsd´emontr´eparsimulationdansC.2quelacryptographie`acl´epubliqueestlemieux
adapt´eepourbeaucoupdesapplicationsRFID`abascoˆuts. Malheureusement,cetypedecryp-
tographieexigeunequantit´ederessourcetr`esimportanteau-del`adelacapacit´edes´etiquettes
RFIDa`bascoˆuts. Cetteth´ematiquen’apase´t´ebienabord´eeparleschercheurs.Seulement
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quelquessolutionsont´et´epropos´eesdanslalitt´erature[43],[8],[33],[35],[50],[42]et[49],mais
laquantit´ederessourcesquecessolutionsexigentreste´elev´eepourqu’elessoientimpl´ement´ees
surdes´etiquettes`abascoˆuts.
Nousproposonsuneadaptationduc´el`ebrecryptosyst`emea`cl´espubliqueNTRU[26]aux
e´quipementsembarqu´es`atr`esfaiblecapacit´edecalcul,etunprotocoled’authentiﬁcationbas´e
surcetteadaptationsp´ecialementcon¸cupourdese´tiquettesRFIDa`bascoˆut. Cetteadapta-
tionram`enelechiﬀrementd’uneop´erationmath´ematiquediﬃcile(convolutionmodulaire)`ades
op´erationssimples.Eneﬀet,grˆaceauxpropri´et´esdel’anneaudespolynˆomesdanslequelNTRU
op`ere,nousavonsrendupossiblelechiﬀrementparl’´etiquetted’unfaiblevolumededonn´eesen
utilisantuniquementdesadditionsetdesd´ecalagescirculaires.Leprotocoled’authentiﬁcation
propos´egarantitlas´ecurit´e,laprotectiondelaviepriv´ee,etlascalabilit´e(passage`al’´echele).
C.3.1 NTRU
NTRU[26]estuncryptosyst`emeprobabilistea`cl´espubliquestr`esl´eger,ilestconsid´er´esˆur
parlesstandardsIEEE1363.1[3]etX9[4].Las´ecurit´edeNTRUestbas´eesurladiﬃcult´ede
trouverlepluscourtvecteuretlevecteurleplusprochedansunr´eseaual´eatoire.
Lesop´erationsdeNTRUsontr´ealis´eesdansl’anneaudepolynˆome =Z[X]/(XN−1),mais
ils’int´eresseplusparticuli`erementauxpetitspolynˆomesavecdescoeﬃcientsdans{−1,0,1}.
NTRUd´eﬁnitquatresousensemblesdepetitspolynˆomesDf,Dg,Df,DretDm,etdeuxentiers
petqpremiersentreeux,pestg´en´eralement´egal`a2,maisdanscertainesconﬁgurationsppeut
eˆtreunpetitpolynˆome.
Pourg´en´ererunepairedecl´es,ong´en`eredeuxpolynˆomesfetgdansDfetDg;respectivement,
telquefestinversiblemoduloqetmodulop.Soientfql’inversedefmoduloqetfpl’inverse
defmodulop.Alorslacl´epubliqueesth=p∗g∗fqmoduloqetlacl´espriv´eeest(f,g)
Pourchiﬀrerunmessagem,ong´en`ereal´eatoirementunpolynˆomer∈Dretoncalculele
messagechiﬀr´ee=r∗h+mmoduloq.
Pourd´echiﬀrerun messagee,onutiliselacl´espriv´ee(f,g)etoncalculelepolynˆome
a=f∗e(modq)=p∗r∗g+m∗fmodqetonobtientsavaleurdansl’anneau ,puisoncalcule
savaleurmoduloppourobteniramodulop=m∗f modulopetpuislemessagemparceque
festinversiblemoduloq.
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C.3.2 L’adaptationpropos´ee
Chaque´el´ementfdel’anneau s’´ecrit:f=(f0,f1,..,fN−1)= N−1i=0 fixi
LamultiplicationdanscetanneauestuneconvolutionmoduloXN −1etl’additionsefait
terme`aterme.Cependant,cetanneauestcycliquecelasigniﬁequelamultiplicationparXest
e´quivalenteaud´ecalagedescoeﬃcients`adroiteparuneposition,lecoeﬃcientdeXidevientle
coeﬃcientdeXi+1.
Ceproduitdeconvolutionestcommesuit:
(f∗g)(X)=N−1
i=0
hiXi,∀0≤k≤N−1,hk=
k
i+j≡k modN
figj
Sifestund´ecalagecirculaireversladroitedefbyi-position,leproduitf∗gestlad´ecalage
circulaireversladroitedef∗gpari-position.Eneﬀet,lad´ecalagecirculaireversladroitedef
pari-positionestexactement´egale`aroti(f)=Xi∗f mod(XN−1)o`uXN∗f mod(XN−1)=f.
Doncf∗g=Xi∗f∗gmod(XN−1)=Xi∗(f∗g)mod(XN−1)=roti(f∗g),Donc:
roti(f∗g)=roti(f)∗g (1)
Sionadditionnef∗gavecsad´ecalage`adroitepari-position(1),onobtient:f∗g+roti(f∗g)=
f∗g+Xi∗f∗gmod(XN−1)=(f+Xi∗f)∗gmod(XN−1)=(f+roti(f))∗g,puis:
f∗g+roti(f∗g)=(f+roti(f))∗g (2)
Chaquecoeﬃcientd’unpolynˆomede estinf´erieur`aqcelasigniﬁequ’ils’´ecritsurlog2(q−1)
bits. Doncchaqued´ecalageder∗h moduloqpars-bito`usest multiplede log2(q−1),
correspond`aunnouveauproduitr∗hmoduloqo`urestled´ecalagecirculaireversladroitede
rpars-bit,etl’additiond’unproduitetsond´ecalager∗h+rots(r∗h)moduloqcorresponda`
unnouveauproduitrs∗hmoduloqo`urs=r+r.
Doncsiune´etiquetteposs`ededanssam´emoireunproduitr∗hmoduloq,elepeutfacilement
calculerunnouveauproduitrs∗hmoduloqenutilisantdesadditionsetdesd´ecalages.
C.3.3 Leprotocoled’authentiﬁcation
Commed´ecritlaFigureC.11,surlabasedesnotationsindiqu´eesauTableauC.5,unefois
l’´etiquetteinterrog´eeparlelecteur,eleg´en`ereunevaleural´eatoireM enutilisantunefonction
dehachager´eit´er´ee,etensuiteeleconstruitunpolynˆomebinairem (chalenge)a`partirdu
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r∗h(modq) D´esign´eparr∗h
r∗h(modq) D´esign´eparr∗h
⊕ Op´erateurOUexclusif
HW(x) PoidsdeHammingdex
rot(x,y) D´ecalagecirculaireversladroitesurxparHW(y)
rot−1(x,y) D´ecalagecirculaireverslagauchesurxparHW(y)
rot(x,Ky) D´ecalagecirculaireversladroitesurxparK foisHW(y)
x lapartieenti`ereparexc`esdex
Hkt() Coded’authentiﬁcationdemessagebas´esurlehachage(HMAC)kt Cl´esecr`etea`longterme
x[0,s−1] Lessbitslesmoinssigniﬁcatifsdex
TableC.5:Notations.
M,puiseleg´en`ereunnouveauproduitrs∗h(cf.SectionC.3.2)qu’eleutilisepourchiﬀrerle
chalengem.Ensuite,l’´etiquetteenvoieaulecteurlemessagee1quiestlechiﬀr´edem.Apr`es
avoirre¸cular´eponsedel’´etiquette,lelecteurd´echiﬀree1moduloqenutilisantsacl´espriv´ee
etr´ecup`erelechalengem,ensuiteilcalculeetenvoie`al’´etiquettee2=rot(rs∗h,rs∗h)⊕(r∗h)
ete3=HM(r∗h).Sie3estcorrecte,l’´etiquettemeta`jourlavaleurdur∗henlarempla¸cant
parlanouvelevaleurr∗hcalcul´eeparlelecteur.Ensuite,l’´etiquetteutiliselanouvelevaleur
r∗hpourchiﬀrerler´esultatdeOUexclusifdesonidentit´eidaveclechalengem.Lelecteur
r´ecup`erel’identit´edel’´etiquetteencalculantid=(e4−rs∗h)⊕metnonpasend´echiﬀrantle
messagee4aveclacl´epriv´eepour´eviterlesattaquesparrejeu.
Lecteur/Serveur E´tiquette
hello−→ trouverr∗h,kt,M,calculer
M←Hkt(M),m=B2P(M),rt=M[0,s−1],rs∗h=r∗h+rot(r∗h,log2(q−1) rt)
d´echiﬀrere1(modq),trouverm e1←− e1=rs∗h+m,r∗h←rot(r∗h,log2(q−1) rt)
choisirr∈Dr,calculer
e2=rot(rs∗h,rs∗h)⊕(r∗h)
ete3=HM(r∗h) e2,e3−→ trouverr∗h=e2⊕rot(rs∗h,rs∗h),v´eriﬁere3,
calculerrs∗h=r∗h+rot(r∗h,log2(q−1) M),
trouverid=(e4−rs∗h)⊕m e4←− e4=rs∗h+id⊕m,
r∗h←r∗h
FigureC.11:Leprotocoled’authentiﬁcationpropos´eepourp=2
C.3.4 L’analysedes´ecurit´eduprotocole
Lar´esistanceduprotocolepropos´eauxattaquesestdirectementd´eriv´eedespropri´et´esdeNTRU
etduHMAC.L’attaquantestsuppos´esecomporterselonlemod`eledeDolev-Yao,c’est`adire
avoirlepleincontrˆolesurlecanalsansﬁlpourrejouer,modiﬁeretenregistrerdesmessages
e´chang´es.
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•L’attaqueparrejeu:chaquesessiond’authentiﬁcationestpersonnalis´eeavecdesvaleurs
pseudosal´eatoiresm,rs∗hetr∗hg´en´er´eesparl’´etiquetteetlelecteur,cequirendle
protocoler´esistantauxattaquesparrejeu.
•L’attaquedel’hommedumilieu:lebutdel’attaquantestdepasserpourune´etiquetteou
unlecteurl´egitime.Cependant,l’attaquantnepeutpasproﬁterdesmodiﬁcationsquenous
avonsintroduitessurNTRUpourlecasser,commelemontrelasection3.4.1.Cependant,
lenombredesrs∗hquel’´etiquettepeutg´en´ererentredeuxsessionsd’authentiﬁcationa`
partird’uneseulevaleurr∗hestlimit´e`a1/2(N+N2),maislefaitquel’´etiquettechiﬀre
unchalengepseudoal´eatoire,celaempˆechel’attaquantdecasserlesch´emadansuntemps
raisonnable. Unmoyend’accroˆıtrelenombreders∗hquel’´etiquettepeutg´en´ererentre
lessessionsd’authentiﬁcationmutueles,consistea`stockerplusieursvaleursder∗hsur
l’´etiquettedetelefa¸conquel’´etiquetteutilisedefa¸conal´eatoirel’und’euxa`chaque
tentatived’authentiﬁcation.
•L’attaquepard´enideservice:cetteattaqueconsistea`d´esynchroniserl’´etiquetteetle
lecteurend´elivranta`l’´etiquetteunevaleurincorrecteduproduitr∗henmodiﬁantle
messagee2. Cependant,toutemodiﬁcationdecemessageserad´etect´en´ecessairement
grˆaceauxHMACauniveaudumessagee3quiauthentiﬁee2etquinepeutˆetrecalcul´e
queparunlecteurl´egitimequiposs`edelacl´epriv´ee(f,g),cequirendleprotocoler´esistant
auxattaquespard´enisdeservices.
•Laprotectiondelaviepriv´ee:lar´eponsedel’´etiquettee1,estdiﬀ´erente`achaquetentative
d’authentiﬁcation,cequirendleprotocolesupportelaprotectiondelaviepriv´ee.
C.3.5 E´valuationdesperformances
Ceprotocoleestsp´ecialementcon¸cupourlessyst`emesRFIDa`bascoˆutspuisquetoutesles
op´erationscoˆuteusesenressourcescommela multiplicationetlag´en´erationdespolynˆomes,
lecalculmodulaire,etc.sontr´ealis´eesauniveaudulecteur/serveurquiimpl´ementeNTRU,
cedernierestconsid´er´eparmilescryptosyst`emeslesplusl´egers. Ainsilachargedecalcul
del’´etiquetteestlimit´eea` log2(q−1)(N+S/2)op´erationsded´ecalage,quelquesadditions
simples,calculdedeuxvaleursHMACenutilisantunefonctiondehachagel´eg`ere,etn+NOU
exclusifop´erations.D’autrepart,lelecteur/serveurimpl´ementedesop´erationssimplescomme
lesalgorithmesdechiﬀrementetded´echiﬀrementdeNTRU.
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C.4 Desapprochesd’identiﬁcationa`divulgationnuledecon-
naissance
Lesprotocolesd’authentiﬁcationlesplusutilis´eesaujourd’huisebasentsurunpartaged’une
cl´esecr`ete(identit´e)entredeuxentit´es(v´eriﬁcateuretprouveur)etl’utilisationdesalgorithmes
dechiﬀrementsym´etriquesouasym´etriques,fonctionsdehachages.Doncl’identit´eestprouv´ee
parl’aspectsecretdelacl´espartag´eecequilarendcritique,parcequesiunetroisi`emeentit´e
obtientlacl´esecr`ete,elepeutpasserpourl’entit´el´egitime.Laconﬁdentialit´edel’information
estprobl´ematiquedanslessyst`emeslargesetdistribu´escommebeaucoupdessyst`emesRFID.
Deplus,ilnyapasdegarantiequel’entit´ev´eriﬁcatricenesoitpasmalveilante.
Ceslimitesdesapprochestraditionnelesontconduit`alad´ecouvertedesprotocolesd’identiﬁcation
connussouslenom”protocolesa`divulgationnuledeconnaissance”quinen´ecessitentpasun
partagedecl´essecr`etec-`a-dqueleprouveurestcapabledeconvaincrelev´eriﬁcateurqu’iltient
lacl´essecr`etesansr´ev´eleruneinformationsurcelui-ci.
Cetypedeprotocolesesttr`esutilepourbeaucoupdesapplicationsRFIDo`ulesyst`emequi
peutauthentiﬁerl’´etiquettenepeutpaseˆtred´eterminera`l’avanceparexemplea`causedela
mobilit´edes´etiquettesdansbeaucoupdesapplicationsc-`a-dqu’iln’yapasdegarantiequele
v´eriﬁcateurnesoitpasmalveilant. Cependant,lesprotocolesa`divulgationnuledeconnais-
sanceontlar´eputationd’ˆetretr`escoˆuteuxentermesderessourcescequilesrend,telqu’ils
sont,inappropri´espourles´etiquettesRFID`abascoˆuts.
Nousproposonsdeuxapprochesd’identiﬁcation`adivulgationnuledeconnaissancebas´eessurle
protocolesGPSetGPSrandomis´e.Lesapprochespropos´eesconsistent`astockersurleserveur
desvaleurspr´e-calcul´eessouslaformedescoupons.
L’id´eeadeuxavantagesmajeurs. Premi`erement,lescouponssontstock´essurleserveuret
nonpassurlese´tiquettes,doncl’approchebas´eesurGPSpeutsupporterlaprotectiondela
viepriv´eeetlenombredecouponspeutˆetrebeaucoupplusimportantquedanslesautresap-
prochesconduisantainsi`auneplusgrander´esistanceauxattaquespard´enideservicepourdes
e´tiquettesa`plusfaiblecoˆut,etlescouponsconsomm´espeuventˆetrefacilementremplac´espar
denouveaux. Deuxi`emement,l’´etiquettesupportedesop´erationssimplesdesentiers:uneou
deuxg´en´erationsnombrepseudo-al´eatoiresetdeuxoutroisop´erationssurdesentierssimples
selonlavariante(GPSouGPSrandomis´e).A`cetitre,l’impl´ementationpeutsefaireenmoins
de1000GE(GateEquivalents).
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C.4.1 LaRFIDetlesprotocolesa`divulgationnuledeconnaissance
Plusieursprotocolesd’identiﬁcation`adivulgationnuledeconnaissanceont´et´epropos´escomme
leprotocoleFiat-Shamir[17],Guilou-Quisquater[24],Stern[51],Schnorr[48],etGPS[21].Les
mieuxconnuesetlespluseﬃcacesentermedetransmissionsontGuilou-QuisquateretSchnorr
quisontbas´essurleprobl`emedefactorisationetleprobl`emedulogarithmediscret;respective-
ment.
Lesapprochesl´eg`eres`adivulgationnuledeconnaissancen’ontpas´et´ebien´etudi´eesparles
chercheurs,seulesquelquesapprochesonte´t´epropos´eesdanslalitt´erature.A`notreconnais-
sance,leplusenvisageableparmitouteslestentativesdanslalitt´eratureestl’approcheGPSavec
coupons[19]d´eriv´eeduGPSetquiestbas´eesuruncompromisentreleniveaudelas´ecurit´eet
lacapacit´edestockagedel’´etiquette.Cependant,pourunniveaumod´er´edes´ecurit´e,lacharge
destockagedemand´eessurl’´etiquetteestau-del`adescapacit´esdes´etiquettesRFID`abascoˆuts.
LavarianteduGPSutilisantlacryptographie`abasedecourbeseliptiquesestilustr´eedansla
FigureC.12
param`etres:(EC,+)unecourbeeliptique
PunpointduEC
A,BetStroisentierstelqueA B.S
Lacl´espriv´ee:s∈ [0,S[
Lacl´espublique:V=−sP
E´tiquette Lecteur/Serveur
choisirr∈R [0, A[,calculerX=rP X−→ choisirc∈R [0, B[
v´eriﬁerc∈[0, B[ c←−
calculery=ri+s×c y−→ v´eriﬁery∈[0,A+(B−1)×(S−1)[,
etyP+cV=X
FigureC.12:GPSutilisantlacryptographie`abasedecourbeseliptiques[21]
Cependant,leprotocoleGPSnepeutpasoﬀrirlaviepriv´ee,mˆemesil’´etiquettenerenvoie
passacl´epubliqueaulecteurparcequesil’attaquantinterrogeletagenutilisantle mˆeme
chalengec,ilpeutcalculeryP−X=c(sP)quiestuneconstantecaract´erisantchaque´etiquette.
Cequipermeta`unadversairedetracerl’´etiquette. Unevarianterandomis´eequigarantiela
protectiondelaviepriv´eeae´t´epropos´eeparBringeretal.[9].Ladiﬀ´erenceaveclesch´ema
GPSd’origineestqueleGPSrandomis´en´ecessitedeuxmultiplicationsd’unpointdelacourbe
parunscalaireaulieud’unseuldanslesch´emaGPS.Lecalculdupointsuppl´ementaireX
delacourbeeliptiquea`partirdelacl´espubliqueduv´eriﬁcateurU=tPassurequeseulle
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v´eriﬁcateurquiposs`edelacl´epriv´eetpeutfairelav´eriﬁcationcommelemontrelaFigureC.13.
param`etres:(EC,+)unecourbeeliptique
PunpointduEC
A,BandStroisentierstelqueA B.S
Cl´espriv´eedel’´etiquette:s∈ [0,S[ Cl´espriv´eedulecteur:t
Cl´espubliquedel’´etiquette:V=−sP Cl´espubliquedulecteur:U=tP
E´tiquette Lecteur/Serveur
choisirr,r∈R [0, A[,
calculerX=rPetX =rU X, X−→ choisirc∈R [0, B[
v´eriﬁerc∈[0, B[ c←−
calculery=r+r+s×c y−→ v´eriﬁery∈[0,2A+(B−1)×(S−1)−1[,
etc−1(yP−X−t−1X )=−V
FigureC.13:GPSrandomis´eeutilisantlacryptographie`abasedecourbeseliptiques[9]
Cependant,GPSetGPSrandomis´eenepeuventpasˆetreimpl´ement´essurles´etiquettesRFID
a`bascoˆutsenraisondesimportantesressourcesrequisespourl’op´erationdemultiplicationd’un
pointdelacourbeparunscalaire.
C.4.2 Lesapprochespropos´ees
Lesapprochespropos´eessontbas´eessurGPSetGPSrandomis´eesp´ecialementcon¸cuspourles
e´tiquettesRFIDa`bascoˆuts.Ils’agitder´ealiserunpr´e-calculaﬁndeg´en´ererdescouponsqui
serontstock´esauniveaudelabasededonn´ees.
LeprincipalavantagedenosapprochesparrapportauGPSavecdescouponsestquelavariante
propos´eebas´eesurGPSpeutgarantirlaprotectiondelaviepriv´eeetlefaitquelachargede
stockageestsupport´eparleserveuretpasparl’´etiquette.Parcons´equent,lenombredecoupons
peuteˆtrecentfoisoupluslenombredecouponsduGPSaveccoupons,toutenr´eduisantle
coˆutdes´etiquettes.
Dansnosapproches,les´etiquettesontbesoinuniquementd’impl´ementerung´en´erateurde
nombrepseudo-al´eatoired´eterministe(PRNG)avecunegrainesecr`eteal´eatoire(commedans
leGPSavecdescoupons)etdesop´erationssimplessurdesentiers(additionetmultiplication),
destockerunecl´esecr`etes.Notezquepourchaque´etiquette,lescouponsstock´essurleserveur
sontcalcul´esparuntiersdeconﬁance,parexemple,enutilisantlemˆemePRNGqueceluide
l’´etiquetteetaveclamˆemegrainesecr`ete.
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C.4.2.1 GPS+:l’approchebas´eesurGPS
CommelemontrelaFigureC.15,lelecteurinterrogel’´etiquetteenutilisantunchalengec.
Apr`esavoirre¸culechalengedulecteur,l’´etiquettev´eriﬁequec∈[0,B[etr´eg´en`ereunenouvele
valeurpseudo-al´eatoireri∈[0,A[o`u0≤i≤n−1,elecalculeetenvoieaulecteurlar´eponse
y=ri+s×c.
Onrappelquel’´etiquetteutiliseung´en´erateurdesnombrespseudoal´eatoiresd´eterministe.
Unefoislar´eponsedel’´etiquettere¸cue,lelecteur/serveurcherchedanssabasededonn´eesune
cl´espubliqueVquisatisﬁt`alafoisyP+cV=(ri+s×c)P−c(sP)=riPetler´esultantriPsoit
uncouponassoci´eassoci´e`alacl´espubliqueV.Sinon,lelecteurinterromptlasessionconcluant
quel’´etiquetteestil´egitime.
param`etres:(EC,+)unecourbeeliptique
PunpointduEC
A,BetStroisentierstelqueA B.S
Cl´essecr`ete:s∈ [0,S[
Cl´espublique:V=−sP
E´tiquette Lecteur/Serveur
Calculdescouponspourlabasededonn´ees(Lecteur/Serveur)
Pour0≤i≤n−1
Soitri=PRNGk(i)o`uri∈[0, A[,
Xi=riP
Stockerlecoupon<Xi>danslabasededonn´ees(DB)
LeprotocoleutilisantlePRNGdel’´etiquette
V´eriﬁerc∈[0, B[ c←− Choisirc∈R [0, B[
Autentativei,r´eg´en´ererri∈]0, A[,
Calculery=ri+s×c y−→ V´eriﬁery∈[0,A+(B−1)×(S−1)[,
etyP+cV=riP∈DB(V)
FigureC.14:GPS+:l’approchebas´eesurGPS
Lessp´eciﬁcationsdeGPSd´eﬁnissentl’ordredegrandeurdediﬀ´erentparam`etrescommesuit:
•sestaumoins160bitsdelong(i.e.S≥2160)
•cestde16,32,64bitsdelong(i.e.B=216,232ou264)
• signiﬁe”64ou80bitsdeplus”,riestde240,256ou288bitsdelong(i.e.A=2240,2256
ou2288)
Ilest`anoterquesideschalengesavecunfaiblepoidsdeHammingsontutilis´es,lechalengec
peutˆetrepluslong,environ860bitscommemontr´edans[38].
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C.4.2.2 GPS++:l’approchebas´eesurGPSrandomis´e
CommelemontrelaFigureC.15,cetteapprocheesttr`essimilaire`al’approcheGPS+etilsup-
portelaprotectiondelaviepriv´emˆemesilescouponssontconnusa`l’adversaire.Cependant,
lachargedustockageduserveurestdeuxfoisplusimportantequedansGPS+.
Lelecteurinterrogel’´etiquetteenutilisantunchalengec.Pourr´epondreaulecteur,l’´etiquette
g´en`eredeuxnombrespseudoal´eatoirerietrienutilisantsong´en´erateurd´eterministe,etele
calculeetenvoieaulecteurlar´eponsey= r+ri+s×co`usestsacl´essecr`ete. Apr`es
avoirre¸cular´eponsedel’´etiquette,lelecteurchercheuncoupon<X, X >etv´eriﬁeque
−c−1(yP−X−t−1X)estunecl´espubliqueassoci´eaucoupon<X, X >danslabasede
donn´ees.Eneﬀetseullelecteurl´egitimequiposs`edelacl´espriv´eetpeutfairelav´eriﬁcation
suivante:
−c−1(yP−X−t−1X)=−c−1((ri+ri+s×c)P−riP−t−1(ritP))
=−c−1((ri+s×c)P−riP)
=−sP=V.
param`etres:(EC,+)unecourbeeliptique
PunpointduEC
A,BandStroisentierstelqueA B.S
Cl´essecr`etedel’´etiquette:s∈ [0,S[ Cl´essecr`etedulecteur:t
Cl´espubliquedel’´etiquette:V=−sP Cl´espubliquedulecteur:U=tP
Tag Reader/Back-end
Calculdescouponspourlabasededonn´ees(Lecteur/Serveur)
Pour0≤i≤n−1
j=0
Soitri=PRNGk(2j),ri=PRNGk(2j+1)
o`uri,ri∈[0, A[
Xi=riP,Xi=riU
Stockerlecoupon<Xi, Xi>danslabasededonn´ees(DB)j←j+1
LeprotocoleutilisantlePRNGdel’´etiquette
V´eriﬁerc∈[0, B[ c←− Choisirc∈R [0, B[
Autentativeir´eg´en´ererrietri
Calculery=ri+ri+s×c y−→ V´eriﬁery∈[0,2A+(B−1)×(S−1)−1[,
Trouverlecoupons<X, X >telque
c−1(yP−X−t−1X )=−V ∈DB
FigureC.15:GPS++:l’approchebas´eesurGPSrandomis´e
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C.4.3 L’analysedes´ecurit´edesapproches
L’attaquantestsuppos´esecomporterselonlemod`eledeDolev-Yao,c’esta`direavoirleplein
contrˆolesurlecanalsansﬁlpourrejouer,modiﬁeretenregistrerdesmessages´echang´es.
Danslesapprochespropos´ees,noussupprimonsjustelepremiermessagedansGPSetGPS
randomis´e,donclas´ecurit´en’estpasaﬀaiblieetlapropri´et´ededivulgationnuleestconserv´ee.
L’analysequisuitestvalablepourGPS+etGPS++.
•L’attaqueparrejeu:pourchaquesessiond’identiﬁcation,lecteuretl’´etiquetteg´en`erent
denouvelesvaleurspseudo-al´eatoirescetri,respectivement,cequirendchaquesession
personnalis´ee.Lapersonnalisationdel’´etiquetteestde1/Blo`ulestlenombredestours
duprotocole. Pourgarantiruntr`eshautniveaudes´ecurit´e,lelecteurpeutr´ep´eterle
protocolelfoisdetelefa¸conqueBl≥280.SiB=232,3toursduprotocoleassurentun
niveaudes´ecurit´esup´erieur`a80bits.Cependant,pourbeaucoupdesapplicationsRFID,
unseultourestsuﬃsant.
•L’attaquedel’hommedumilieu:pourqu’unattaquantsoitidentiﬁ´ecommeune´etiquette
l´egitime,ildoitg´en´ererunmessagevalideyouretrouverlacl´esecr`etesdel’´etiquette.
Cependant,l’attaquantnepeutpasproduireunmessagevalideyenutilisantlesmessages
e´chang´esauparavantgrˆaceauchalengecg´en´er´eparlelecteurluimˆeme.
L’attaquantnepeutpasnonplusr´ecup´ererlacl´esecr`etes`apartirdesmessages´echang´es
entrel’´etiquetteetlelecteurparcequeleprobl`emedulogarithmediscretsurlescourbes
eliptiquesestsuppos´ediﬃcile.
•Laprotectiondelaviepriv´ee:pourGPS+onsupposequel’attaquantn’apasacc`esaux
coupons,sinonleprotocolenepeutpassupporterlaprotectiondelaviepriv´eecomme
c’estaussilecaspourGPSetGPSaveccoupons.
Lar´eponsedel’´etiquettedansGPS+estindistinguablecequisigniﬁequeGPS+supporte
laprotectiondelaviepriv´ee.
GPS++supportelaprotectiondelaviepriv´ee mˆemesilescouponssontpubliquement
connus,carGPSrandomis´egarantieuntr`eshautniveaudeprotectiondelaviepriv´ee.
C.4.4 E´valuationdesperformances
Chacunedesapprochepropos´eesestcompos´eededeux´etapesuniquement.Touteslesop´erations
coˆuteusescommelamultiplicationscalaire-point,stockagedescouponssontr´ealis´eesauniveau
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duserveur.
L’´etiquetteimpl´ementeuniquementung´en´erateurd´eterministedesnombrespseudo-al´eatoireet
dessimplesop´erationssurdesentiers:multiplicationsetadditions.
CommeGPS+n´ecessitemoinsderessourcessurl’´etiquettequeleGPSaveccoupons,ilpeut
eˆtreimpl´ement´eeenmoinsde1000GEenutilisantdeschalengesavecunfaiblepoidsdeHam-
ming,commelemontrentMcLooneetal.[39].L’approcheGPS++n´ecessiteunequantit´edes
ressourcessurl’´etiquettesimilaireauGPS+,cariln’apasbesoindeprimitivessuppl´ementaires,
seulementquelquescyclesd’horlogesuppl´ementaires.
C.5 Conclusionsetperspectives
Nousavonspr´esent´eunsimulateurettroisprotocolesd’authentiﬁcationpourlesRFIDa`bas
coˆuts.
Lesimulateurestcapabledesimulerlesdiﬀ´erentssc´enariosdanslessyst`emesRFIDavec
des´etiquetteﬁxesetmobileetune´etudedepuissance.Nousavonsmontr´egrˆaceausimulateur
simulateurquelecryptographiesym´etriqueestexclud’ˆetreutilis´edanslestandardEPCClass-1
Generation-2oudanslesfuturstandardsscalablespourlessyst`emesRFIDa`basprixlorsque
laprotectiondelaviepriv´eeestn´ecessaireenraisondutempsd’identiﬁcationtr`escourtpour
lesgrandsnombresdes´etiquettes.Celanedonnepasd’autresalternativesquedeconcevoirdes
approchesl´eg`eresbas´eessurlacryptographie`acl´epublique.
Lestroisprotocolesd’authentiﬁcationutilisentlacryptographie`acl´espubliques.Lepremier
protocoleestbas´esuruneadaptationquenousavonsintroduitssurlecryptosyst`emeNTRU.
Ceprotocolen´ecessitedesop´erationssimplesauniveaudes´etiquettesetilgarantieuntr`eshaut
niveaudescalabilit´e(passage`al’´echele)grˆace`alal´eg`eret´edeNTRU.
Lesdeuxderniersprotocolesconsid`erentleprobl`emededivulgationnulepourles´etiquettesa`
tr`esfaiblecoˆutsetilssontbas´essurGPSetGPSrandomis´e. Nousfaisonsusagedecoupons
stock´esauniveaudelabasededonn´eesaﬁndeminimiserlesressourcesd´edi´ees`alacryptographie
auniveaudes´etiquettes.Toutd’abord,nousavonspropos´euneapproched’identiﬁcationbas´ee
surGPS.Lesavantagesdecetteapprocheestque,toutv´eriﬁcateurquiposs`edelescoupons
peutidentiﬁerl’´etiquette,cequirendcetteapprochenesupportepaslaprotectiondelavie
priv´eelorsquelescouponssontconnusdel’adversaire.Deuxi`emement,nousavonspropos´eune
approched’identiﬁcationbas´essurGPSrandomis´e,cetteapprochesupportelaprotectionde
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laviepriv´ee, mˆemesilescouponssontconnusa`l’adversaire,carseulelelecteurl´egitimequi
poss`edeunecl´epriv´eepeuteﬀectuerlav´eriﬁcation.
Nosperspectivesderecherchescomprennent:
•l’´etudedelapossibilit´ed’utiliserunautretypedelacryptographiea`cl´espubliquepour
lesRFIDa`bascoˆutscommelacryptographiebas´eesurlescodescorrecteursd’erreurs
quiestl’unedesdirectiondesrecherchelesplusprometteuse.Ils’agitded´evelopperdes
techniquesetdescodequipermettrontdeminimiserlatailedelacl´epublique.Eneﬀet,la
cryptographiebas´eesurlescodescorrecteursd’erreursn´ecessitejustedessimpleop´erations
logiques,leseulobstaclequiempˆechesonimpl´ementationsurles´etiquettesRFIDestla
taileimportantedelacl´epublique.
•l’enrichissementdusimulateuraveclapossibilit´ed’´ecriredans´etiquettes,etc.
•lar´epartitiondeschargesentreplusieurslecteursenrendantpossiblelasimulationavec
plusqu’unlecteurcommelepr´evoielestandardaﬁnd’acc´el´ererl’identiﬁcationcequi
permetdesimulerdessc´enariospluscomplexesetplusr´ealistes.
•l’int´egrationdusimulateuravecdesapplicationsRFIDexistants,cequipermetdetester
denombreuxaspectsli´es`acesapplicationssansavoirbesoind’unmat´eriel(´etiquetteset
lecteursRFID).
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